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Purpose

The University of Alberta works to create an intellectual environment in which students, faculty, and staff may feel free to create and to
collaborate with colleagues both at the University and at ather institutions without fear that the products of their intellectual efforts will be
violated, misrepresented, tampered, destroyed, or stolen. This intellectual environment is fostered by an atmosphere of trust and
confidentiality that in part is encouraged by the computing environment that exists at the University.

Apy

This policy and related procedures apply to all faculty, students, and staff at the University, as well as all visitors and guests of the
University, who use the University's computer or network resources, no matter where physically located. This includes the use of any
computing or networking device or resources owned by the University, as well as any device connecting to a computer network owned by the
University. This includes the use of any University issued electronic identity (such as a computer account and password) The use of certain
computing and network resources at the University may be subject to additional policies. In this case the more restrictive of the policies will

apply.

1. All use of University computer and network resources must be in compliance to all federal and provincial laws, as well as all relevant
University of Alberta policies and procedures. Users will be held accountable for their actions and statements in electronic medium
according to the disciplinary processes of the University contained in relevant University policies, as well as to the extent of federal
and provincial law.

2. The use of University computing and network resources, including electronic identities is permitted only to authorized individuals to
whom this policy applies. Unless otherwise stated, computer and network access including the use of electronic identities are
authorized only on an individual basis, and may not be shared by multiple individuals. Anyone granted authorization to use an
electronic identity must make all reasonable effort to keep such identification private and secure.

3. The computing and network resources of the University are to be used primarily for activities related to the mission of the University,
(i.e. educational, academic research, and administration purposes). Limited personal use that does not violate the other sections of
this policy, or other policies is permitted, but should be minimised and must not unduly impact the aforementioned primary uses. All
other uses are prohibited.

4. All users of University computing and network resources acknowledge the right of others to privacy, you agree to stay within the
limits of your authorization to use the facilities provided for your use, to copy information only from authorized sources, and never to
delete or change information without permission from its holder.

5. Within the broad context of free academic discussion and debate, all forms of electronic communication are expected to reflect high
ethical standards and mutual respect and civility. Users will be sensitive to the public nature of shared facilities and take care not to
display in such public locations images, sounds or messages which could create an atmosphere of discomfort or harassment for
others. Users will refrain from transmitting to others in any location inappropriate images, sounds or messages which might
reasonably be considered harassing, offensive, or defamatory.

6. The University retains the right to access ail data stored on or transmitted on or using University computing and network resources,
However, any such data will be treated by the University and all users as confidential and not to be accessed without authorization, or
cause and due process. The University will not normally monitor individual usage or data, although all usage of a general facility may
be monitored to enable accurate auditing. The University reserves the right to monitor and record stored or in-transit data, as well as
the usage of any computer or network resource in cases of suspected or alleged impropriety, or as necessary to maintain a well
functioning and secure computing and network environment, The University has the right to use information gained in this way in
disciplinary actions as prescribed in University policies, and to provide such information to appropriate internal and external
investigative authorities.

7. The use of University computer or network resources in violation of this policy shall be considered unacceptable use, and an abuse of
computing privileges. Anyone witnessing use of University computer or network resources which is in violation of this policy will
report it to University of Alberta Campus Security.

stion of Unaccepiabie §

System administrators of computing and network resources have the responsibility to take remedial action in the case of suspected or
alleged unacceptable use. Nothing in this policy diminishes that responsibility. System administrators, with the approval of their supervisor
and with due regard for the right of your privacy and the confidentiality of your data, have the right to suspend or modify your computer access
privileges, examine files, passwords, accounting information, data, and any other material which may aid in an investigation of possible
abuse, as per section 6) of this policy.

Investigation into suspected violation of this policy will be governed by the same regulations as other investigations on campus. For example,
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where academic offences such as plagiarism or professional misconduct involve the use of computing facilities, the same faculty officers
involved in a more traditional case will be involved in the computer-based case with computer specialists being used as resources.
Suspected or alleged violations of federal or provincial law may be reported to the appropriate law enforcement authorities.

Pona

5

The University reserves the right to withhold access to the computing and network facilities to any individual if there are reasonable grounds
to suspect that their continued access to the facilities would pose a threat to the operation of the facilities or the good name of the University.
Where there is substantiated abuse of computing privileges, the University will consider the removal of a users access to facilities in balance
between the threat perceived to the community and the inconvenience the user will face. In the event that your access to any or alt
computing facilities is restricted, the University will inform you of the options available to you to have that access reinstated.

Individuals in violation of this policy may face sanctions and penalties as prescribed in any relevant University policy such as the code of
student behaviour and the various collective agreements, in addition to those prescribed in the provincial and federal criminal codes.

This policy has been drafted and approved under the authority of the Director of AICT. Any questions regarding the application or interpretation
of these Conditions of Use should be directed to the Office of Information Systems Security.

3f Unaccaptable {as

Below are some examples of unacceptable use computing resources in violation of this policy. The list is not comprehensive, but is meant to
serve as a guide to users of the type of activities which are not permitted.

A) Unauthorized Access: This includes password or account sharing, attempts to gain unauthorized access to computer accounts, or
any activity designed to bypass an installed computer or network security mechanism. Such activities are contrary to section 2) of
this policy as well as Section 342.1 and 342.2 of the Criminal Code of Canada.

B) Excessive resource consumption: This includes excessive network or computer resource use for personal or commercial reasons,
such as peer to peer file sharing, Excessive resource use contravenes section section 3) of this policy, as this use interferes with the
primary purpose of the University computing and network resources.

C) Copyright or License violations: This includes installing, reproducing, or distributing copyrighted materials such as any software,
publications, or electronic content without permission, Installed software and media on University networks is provided under license
agreement and may not be copied or removed without permission. Users may not use University computing and network resources
to use, modify, or redistribute third party copyrighted data or software that they do not have specific approval to use, modify, or
redistribute, Violations here contravene section 1) of this policy.

D) Plagiarism and Academic dishonesty: Plagiarising someone else's work, cheating on assignments or exams are several examples
of plagiarism and academic dishonesty as defined in University policy. This does not change when such offenses occur using an
electronic medium. Violations of this nature contravene section 1) of this policy.

E) Theft or data, Unauthorized Disclosure, or Modification of data: Deliberate alteration or destruction of computer files is a Criminal
Code of Canada offence under section 430.1, The inspection, altering, deleting, publishing, copying, or modification of any data an
individual is not authorized to access is prohibited. Violations of this nature contravene section 4) and section 1) of this policy.

F) Vandalism: which includes vandalism of data, also includes denial of service (DOS) attacks, or any behaviour which intentionally
degrades, modifies, or adversely impact the behaviour of any computer or network system, for any reason. This includes interfering
with another individual's work. Violations of this nature contravene section 4), 2) and possibly section 1) of this policy.

G) Unauthorized commercial use: Such as running a corporate web presence on a University server. The unauthorized commercial
use of University computing and network resources is prohibited. Unauthorized commercial use contravenes section 2) of this policy.
H) Objectionable content: The use of obscene, racist or sexist language, public display of pornography, and similar actions clearly
violate the ethical standards of the University community and is as inappropriate for electronic communications as it is for other
forms of University discourse. Such use contravenes section 5) and often section 1) of this policy.
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(UBC Okanagan)

Title:

Responsible Use of Information Technology Facilities and Services

Background & Purposes:

This policy applies to faculty, staff and students and is intended for the general support of and to provide a foundation for
responsible use of UBC’s information technology facilities. The Responsible Executive may adopt guidelines and procedures
consistent with this policy. In addition, faculties and departments may adopt implementation procedures that reflect local
circumstances, provided they too are consistent with this Policy.

1. General

I.1.

1.2.

1.4.

The University of British Columbia (the “University”) encourages research and scholarship to increase
knowledge and understanding. It upholds the academic freedom of all members of the University to engage
in open inquiry and public discourse in an atmosphere of mutual respect.

Computing and communications facilities (including any University owned or University leased
computing, telephone and communications services, equipment and facilities) shall be used in a manner
which is consistent with the requirements of the University.

Computer 1Ds, accounts, and other communications facilities are to be used for authorized purposes.
Incidental personal use is acceptable as long as it does not interfere with use of the facility for its intended
purpose and, in the case of employees, as long as it does not interfere with his or her job performance.

Users are prohibited from accessing other users’ computer IDs or accounts and communications, without
specific prior authorization from the appropriate administrative head of unit.

Users are responsible for the uses to which their computing accounts are put. Users must not share the
passwords to any accounts to which they have access.

Users must not misrepresent their identity as senders of messages nor the content of such messages.
Breaches of this Policy may be subject to the full range of disciplinary and other formal actions. In addition

to any other sanctions that the University may levy in the event of a violation, UBC may withdraw
computing privileges and network access.
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1.8.  All users must adhere to University policies and all laws that govern the use of the University’s computing
and communication facilities. Applicable legislation includes, but is not limited to, the Criminal Code of
Canada, the B.C. Civil Rights Protection Act, the B.C. Freedom of Information and Protection of Privacy
Act, and the B.C. Human Rights Code.

2. Privacy and Security

2.1.  Users must
2.1.1. preserve the privacy of data to which they have access;
2.1.2. respect the privacy of others by not tampering with e-mail, files, or accounts they use; and
2.1.3. respect the integrity of computing systems and data.

2.2.  For example, users must not: intentionally develop programs or make use of already existing programs to
harass other users, infiltrate a computer or computing system, damage or alter the components of a
computer or computing system, gain unauthorized access to other facilities accessible via the network, or
inappropriately use the telephone system.

2.3.  The University reserves the right to limit, restrict or extend computing privileges and access to its
computing and communications resources, including all information stored therein.

2.4. No guarantees can be given for the privacy of files but the user community can be assured that system
administrators will not examine personal files without the individual’s knowledge, except in emergencies
or under unusual circumstances.

2.5.  The University will comply with all applicable legislation including the B.C. Freedom of Information and
Protection of Privacy Act especially with respect to the sale of personal information (such as names and
addresses) to third parties.

3. Intellectual Property

3.1.  Users must respect the legal protection provided by copyright laws for computer programs and data
compilations and for all other works (literary, dramatic, artistic or musical). Also, users must respect the
legal protection provided by trademark law and the common law for names, marks, logos, and other
representations that serve to distinguish the goods or services of one person from another.

3.2.  Users must respect the rights of others by complying with all University policies regarding intellectual
property regardless of medium (i.e. paper or electronic).

4. Freedom of Expression

4.1. The University does not and will not act as a censor of information available on our campus network but
will comply with applicable legislation. To the extent that the latter requires specifically identified
information to be banned pursuant to a court order, the University will comply.

5. Discrimination and Harassment

5.1.  Users must recognize that the University, as a community sharing a commitment to study and learning,
upholds the principles of academic freedom, mutual respect and equality of opportunity for all. The
University’s Policy on Discrimination and Harassment specifically prohibits discrimination and harassment
on any of the protected grounds as identified under the B.C. Human Rights Code, including but not limited
to, age, ancestry, colour, family status, marital status, physical or mental disability, political belief, place of
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origin, race, religion, sex, sexual orientation, and unrelated criminal conviction. With respect to penalties
and sanctions, related documents include, but are not limited to, the student discipline policy, collective
agreements with faculty and staff, and the terms of employment applicable to non-unionized staff.

6. Examples of Illegal Uses

6.1.  The following are representative examples only and do not comprise a comprehensive list of illegal uses:

6.1.1.
6.1.2.
6.1.3.
6.1.4.
6.1.5.

uttering threats (by computer or telephone);
distribution of pornographic materials to minors;
child pornography;

pyramid schemes; and

copyright infringement.

7. Examples of Unacceptable Uses

7.1, The following are representative examples only and do not comprise a comprehensive list of unacceptable

uses:

7.1.1.
7.1.2.

7.1.3.
7.1.4.

7.1.8.

seeking information on passwords or data belonging to another user;

making unauthorized copies of proprietary software, or offering unauthorized copies of proprietary
software to others;

copying someone else’s files, or programs, or examining such information unless authorized;
attempting to circumvent computer security methods or operating systems (e.g. subverting or
obstructing a computer or network by introducing a worm or virus);

using University-provided computer accounts for commercial purposes such as promoting by
broadcast non-educational profit-driven products or services;

intercepting or examining the content of messages, files, or communications in transit on a voice or
data network;

interfering with the work of other users of a network or with their host systems, seriously
disrupting the network (e.g. chain letters or spamming), or engaging in any uses that result in the
loss of another user’s files or system; and

harassing or discriminatory telephone messages.

8. System Administrators

8.1.  This policy shall not be construed as preventing or restricting duly authorized system administrators or
other technical personnel from carrying out their duties. Complaints under this policy may be directed to
the administrative head of a unit or to the Associate Vice President, Information Technology.

9.1.  This Policy is not intended to set forth an exhaustive list relating to the use of University computing
resources. All users continue to be subject to all applicable laws and university policies (see UBC Policy
Website http://www.universitycounsel.ubc.ca/policies).
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Acceptable Use Policy

1.0 Purpose

The computing resources at Brown University support the educational, instructional, research, and administrative activities of the University
and the use of these resources is a privilege that is extended to members of the Brown community. As a user of these services and facilities,
you have access to valuable University resources, to sensitive data, and to internal and externat networks. Consequently, it is important for
you to behave in a responsible, ethical, and legal manner.

In general, acceptable use means respecting the rights of other computer users, the integrity of the physical faciliies and all pertinent license
and contractual agreements. If an individual is found to be in violation of the Acceptable Use Policy, the University will take disciplinary
action, including the restriction and possible loss of network privileges. A serious violation could result in more serious consequences, up to
and including suspension or termination from the University. Individuals are also subject to federal, state and local laws governing many
interactions that occur on the Internet. These policies and laws are subject to change as state and federal laws develop and change.

This document establishes specific requirements for the use of all computing and network resources at Brown University.
§
: 2.0 Scope

This policy applies to all users of computing resources owned or managed by Brown University. Individuals covered by the policy include
(but are not limited to) Brown faculty and visiting faculty, staff, students, alumni, guests or agents of the administration, external individuals
and organizations accessing network services via Brown's computing facilities.

Computing resources include all university owned, licensed, or managed hardware and software, and use of the university network via a
physical or wireless connection, regardiess of the ownership of the computer or device connected to the network.

These policies apply to technology administered in individual departments, the resources administered by central administrative departments
(such as the University Libraries and Computing and Information Services), personally owned computers and devices connected by wire or
wireless to the campus network, and to off-campus computers that connect remotely to the University's network services.

' 2.1 Your Rights and Responsibilities

As a member of the University community, the university provides you with the use of scholarly and/or work-related tools, including access to
the Library, to certain computer systems, servers, software and databases, to the campus telephone and voice mail systems, and to the
Internet. You have a reasonable expectation of unobstructed use of these tools, of certain degrees of privacy (which may vary depending on
whether you are a University employee or a matriculated student), and of protection from abuse and intrusion by others sharing these
resources. You can expect your right to access information and to express your opinion to be protected as it is for paper and other forms of
non-electronic communication.

In turn, you are responsible for knowing the regulations and policies of the University that apply to appropriate use of the University's
technologies and resources. You are responsible for exercising good judgment in the use of the University's technological and information
resources. Just because an action is technically possible does not mean that it is appropriate to perform that action.

As a representative of the Brown University community, you are expected to respect the University's good name in your electronic dealings
with those outside the University.

| 3.0 Policy
3.1 Acceptable Use

® You may use only the computers, computer accounts, and computer files for which you have authorization.
You may not use another individual's account, or attempt to capture or guess other users' passwords. [ Computing Password Paolicy |
You are individually responsible for appropriate use of all resources assigned to you, including the computer, the network address or
port, software and hardware. Therefore, you are accountable to the University for all use of such resources. As an authorized Brown
University user of resources, you may not enable unauthorized users to access the network by using a Brown computer or a personal
computer that is connected to the Brown network. [ Network_Connection Policy |
The university is bound by its contractual and license agreements respecting certain third party resources; you are expected to
comply with all such agreements when using such resources.
You should make a reasonable effort to protect your passwords and to secure resources against unauthorized use or access. You
must configure hardware and software in a way that reasonably prevents unauthorized users from accessing Brown's network and
computing resources.
You must not attempt to access restricted portions of the network, an operating system, security software or other administrative
applications without appropriate authorization by the system owner or administrator. [ Guidelines for Safequarding Information ]

ou must comply with the policies and guidelines for any specific set of resources to Which you have been granted access. When
other policies are more restrictive than this policy, the more restrictive policy takes precederice.
You must not develop or use programs that disrupt other computer or network users or that damage software or hardware components
of a system.
Do not download and/or use tools that are normally used to assess security or to attack computer systems or networks (e.g.,
password "crf]sckers", vulnerability scanners, network sniffers, etc.) unless you have been specifically authorized to do so by IT
Security in CIS.

.

See Accepiable Use Examples to clarify Brown's interpretation of acceptable use.
-+ 3.2 Fair Share of Resources

Computing and Information Services, and other University departments which operate and maintain computers, network systems and servers,
expect to maintain an acceptable level of performance and must assure that frivolous, excessive, or inappropriate use of the resources by
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one person or a few people does not degrade performance for others. The campus network, computer clusters, mail servers and other central
computing resources are shared widely and are limited; therefore, resources must be used with consideration for others who also use them.

The University may choose to set limits on an individual's use of a resource through quotas, time limits, and other mechanisms to ensure that

these resources can be used by anyone who needs them. Please review the Fair Share of Resources section of the "Acceptable Use
Examples" for further clarification.

3.3 Adherence with Federal, State, and Local Laws
As a member of the Brown University community, you are expected to uphold local ordinances and state and federal law. Some Brown
guidelines related to use of technologies derive from that concern, including laws regarding license and copyright, and the protection of
intellectual property.

As a user of Brown's computing and network resources you must:

® Abide by all federal, state, and local laws.

® Abide by all applicable copyright laws and licenses. Brown University has entered into legal agreements or contracts for many of our
software and network resources which require each individual using them to comply with those agreements.

® Observe the copyright law as it applies to music, videos, games, images, texts and other media in both personal use and in
production of electronic information. The ease with which electronic materials can be copied, modified and sent over the Internet
makes electronic materials extremely vulnerable to unauthorized access, invasion of privacy and copyright infringement.

® Do not use, copy, or distribute copyrighted works (including but not limited to Web page graphics, sound files, film clips, trademarks,

software and logos) unless you have a legal right to use, copy, distribute, or otherwise exploit the copyrighted work. Doing so may
provide the basis for disciplinary action, civil litigation and criminal prosecution.

Please visit Brown University's Copyright and Fair Use web pages for full discussion of your legal obligations. See also the Cogxrigh’(
Infringement_Policy, which details the policies and procedures Brown University follows in responding to notifications of alleged copyright
infringements on the University network.

- 3.4 Other Inappropriate Activities

Use Brown's computing facilities and services for those activities that are consistent with the educational, research and public service
mission of the University. Other prohibited activities include:

® Activities that would jeopardize the University's tax-exempt status.
® Use of Brown's computing services and facilities for political or personal economic gain.

3.5 Privacy & Personal Rights

® All users of the university's network and computing resources are expected to respect the privacy and personal rights of others.
® Do not access or copy another user's email, data, programs, or other files without the written permission of Brown's IT Security Officer,

who is bound to the procedures outlined at Procedures for Emergsncy Email Access.

® Be professional and respectful when using ‘compufing systems fo communicate with others; the use of computing resources to libel,
slander, or harass any other person is not allowed and could lead to university discipline as well as legal action by those who are the
recipient of these actions.

While the University does not generally monitor or limit content of information transmitted on the campus network, it reserves the right to
access and review such information under certain conditions. These include: investigating performance deviations and system problems
(with reasonable cause), determining if an individual is in violation of this policy, or, as may be necessary, to ensure that Brown is not
subject to claims of institutional misconduct.

Access to files on University owned equipment or information will only be approved by specific personnel when there is a valid reason to
access those files. Authority to access user files can only come from the Vice President of Computing and Information Services in
conjunction with the Provost and the General Counsel. External law enforcement agencies and Public Safety may request access to files
through valid subpoenas and other legally binding requests. All such requests must be approved by the General Counsel. Information
obtained in this manner can be admissible in legal proceedings or in a University hearing.

For more information on privacy issues, see the Guidglines for Safeguarding Information. See also the Checklist for Protecting Infermation.
. 3.51 Privacy in Email

While every effort is made to insure the privacy of Brown University email users, this may not always be possible. In addition, since
employees are granted use of electronic information systems and network services to conduct University business, there may be instances
when the University, based on approval from authorized officers, reserves and retains the right to access and inspect stored information
without the consent of the user. Please see Brown's Electronic Mail Palicy for further details.

3.8 User Compliance

When you use University computing services, and accept any University issued computing accounts, you agree to comply with this and alf
other computing related policies. You have the responsibility to keep up-to-date on changes in the computing environment, as published,
using University electronic and print publication mechanisms, and to adapt to those changes as necessary.

[ 4.0 Related Policies & Links
Acceptable Use Examples
tfé%f“r‘”ﬁ“ %\:i__xgg.:semor[ ’oawscy‘

Srhechon P
cnnecion Folicy
|

Gidenings for Safegliardng Information | Checklist for Protecting Information
{ gse C ey

Copyright and Fair opynght Infringgfent Policy

‘E@ctmn;c Wil Policy | Procedures for Elmerqenc Email Access
Computing Palicy Tor Brown Oniversity (iome) | Policy_Enforcement
Questions or comments to: |TRolicy@brown, edu

Effective Date: August 1, 2003
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Cornell University
L!blcl!‘y’ Saarch Library Pages Search Cornell

Cornell Library Public Computing Policies

Library hours

About CU Library : Policies : Public Computing
Research Tools

Instructi - . - . . )
nstruction These policies are intended to ensure efficient, safe, and ethical use of Cornell University

Technical Support Library's public computers. They apply to any device that uses our networks, including
) laptops brought in by patrons and laptops loaned out by the Library. Individual libraries
Services may have additional policies.

LSO For all Cornell University Library Computers:

Help
Priorities of use: Priority use of the computing equipment is for academic rather than

recreational purposes. If there are people waiting to use a computer and you are
! engaging in non-academic pursuits, you may be asked to give up the computer you are
using.

ASK A LIBRARIAN |

emat chat @ pho

Use of machines: The Library is not responsible for damages or loss of files should you
connect your personal peripheral devices to its public computers. Illegal copying of
software from the Library computers is prohibited, as is the installation of any form of
malicious files or software. Due to both security and safety issues, it is expressly
forbidden to connect a laptop to a desktop computer.

Unattended computers: Be advised that if you leave your machine unattended you may
lose what you were working on. To allow for fair and equitable access to our resources,
staff are authorized to remove personal belongings from unattended workstations.
Belongings that have been removed may be retrieved from the lost and found at the
Circulation desk.

Support: Other than re-booting computers, do not attempt to fix any computing
equipment on your own. Report all computer or printer problems to Library staff.
Computing supplies such as paper and toner are to be managed by library staff.

You are responsible for keeping backups of your work, by emailing or otherwise
transfering it to yourself, or via your own storage media. Work saved on the local hard
drive may be lost due to such events as hardware failure at any time and without notice.
Be sure to save your files often and before you leave the computer, and log out of
Kerberos when you are done.

For Cornell University Library Computers and Personal Computers in the Library:

Behavior: The user is responsible for observing all copyright laws. Tllegal copying of
licensed software, music, movies, etc. is a violation of federal copyright laws and of Cornell
University policy. Please see www.cit.cornell.edu/computer/responsible-use/.

All users must wear headphones when listening to audio. The volume must not distract
other users. Study groups may use computers as long as conversations and noise levels
do not disrupt the work environment of other users.

Support: The Library does not diagnose or repair personal laptops.

Use of all university computers and networks is governed by university policies,
codes, and applicable federal, state and local laws.
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Information Technology Rights & Responsibilities:
_www.cit.cornell.edu/computer/responsible-use/

iCIT's Policies web site: www.cit.cornell.edu/computer/policies/

Cornell's Responsible Use of Electronic Communications policy:
www.policy.cornell.edu/vol5 1.cfm

o
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‘computer

Code of the Web

Student Guide to University Policies
Computer Security Home

University Policy Manual

IT Help Center

UD Home

Responsible Use of the Campus Network
A Student Handbook

Table of Contents

A "Most Wired" Campus
The Way It Is-at UD
The Campus Network-What It's For
You Are Not Alone-You're Part of a Commu-net-y
Respect the Laws of the Land

Copyright Law
Federal, State and Local Laws

You Must Secure Your PC

A National Priority

Secure Your Wireless Access Point (WAP)
Run Anti-Virus Software

Keep Operating System Up-To-Date
Password Protect Your System and Accounts

Stamp Out the Bandwidth Bandits

Be a Civilizing Influence on the Electronic Frontier

A "Most Wired" Campus

Move-in day for a new student is a once-in-a-lifetime experience-- stacks of boxes and suitcases, crowds of
new people to meet, paths and places to explore, a room to settle. There will be the telephone, the fridge,
the TV and your PC.

Arrival Survival staff, student and alumni volunteers will have answers to a lot of your questions. Residence
Hall Computing Consutants--RCCs--will be on hand to answer your PC questions! RCCs are fellow students
who are dedicated on Move-in day to helping you connect your PC to the campus network. This connection
will be a vital link in getting the good education you came to Delaware to receive.

You and all the other UD students wilt learn quickly that the campus network is essential to your academic
success and you will expect it to do its job well. You have to do your part, too: You will have to understand
and follow the policies that ensure its good performance--first and foremost the Policy for Responsible
Computing, which contains general principles regarding appropriate use of computing equipment, software
and networks.

The Way It Is-at UD

We live by the Code of the Web

We do not violate copyright law.

We respect the laws of the land.

We use virus protection.

We do our part to keep the network secure.

We are good neighbors in the electronic community.
We share the bandwidth.

eeeoee .

The Campus Network-What It's For

UD's prize-winning campus network, supporting fast Ethernet connections to the user and gigabit Ethernet
connections in the backbone, was built by the University to support its academic, research and public service
missions.

All students take classes that require the use of the campus network. Many professors deliver a substantial
portion of their instructional materials on the web. You may need to search for information on the web for
homework assignments.

The researchers in every discipline use the network in a wide variety of ways for their projects. Some of the
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most avid network researchers are the thousands of graduate students who say they would be "dead in the
water" without the network, as they compose, revise and submit their theses to their advisers.

As a student, you must be available on the UD e-mail service and read your e-mail in a timely manner.
Your professors will send you e-mail with important information about your classes. You will receive official
messages containing time-sensitive and sometimes critical, public safety and public health notices. These
messages will be sent to your "udel.edu” e-mail address. If you prefer to use a different e-mail service, you
must be sure you forward the "udel.edu” messages. You are responsible for making sure that your e-mail
forwarding is working so that you can continue to receive and read your e-mail in a timely fashion.

You must also make regular visits to the University's web site--www.udel.edu--to know what's happening on
campus and to conduct basic University business. You will be ablé to use "UD&me" to create a personal portal
to the University's web of services and information. You can create a personal portal that links to
registration, the campus social events calendar, a daily weather report, UDaily (UD's daily news service),
and web pages for your courses, for instance. Your portal can help you organize your life.

The University welcomes you to its electronic community where citizens live by the law and practice good
citizenship on the electronic frontier. In short, you must follow what's known on our campus as the Code of
the Web. As a member of the University community, your network and computing resource access (S a
privilege. To keep it, you are required to make responsible use of computing and information resources and
to guard against abuses.

You Are Not An Island - You're Part of a Commu-net-y!

The computer you bring to campus is personal-yourPC-until you connect it to the campus network. What
your PC does while on the network can significantly impact everyone else who is connected-many thousands
of fellow students and faculty and staff.

You own your personal computer. The University owns the network-all the wires, cables, routers and
network pathways (i.e., the infrastructure). The network exists to support the University's mission of
teaching, research and public service. Keeping it running smoothly is a top priority. You are expected to use
computing resources responsibly in accordance with the University of Delaware mission and in compliance
with its policies and all applicable laws and regulations. This principle is the basis for the following general
acceptable use guidelines, which are reinforced through a continuing Western-themed educational campaign
known as the Code of the Web.

Be considerate of others. Do not run processes or engage in network activity that denies others the use of
shared resources. In the words of the Code of the Web, don't be a bandwidth bandit.

You may not access or use any University computer, facility, equipment, software, network or other
resources including e-mail without authorization or for any activity other than that for which access or use
was assigned or authorized. Don't be a rattlesnake, the Code advises, but use the network responsibly.

Respect the integrity of the University network. Improperly configured or inappropriate processes running
on your system can have a destabilizing effect on the network. The University reserves the right to constrain
and remove applications, services or improperly configured systems running on the network that may be
negatively impacting its performance. For instance, you may not share your University network access with
unauthorized users. If you set up a wireless router and do not secure it, others can use your network
connection. You will be held responsible for what they do over your port. Don't be a claim jumper, the Code
of the Web encourages, and bar the door to anyone who would jump your claim.

Respect the intellectual property rights of others. Copying_or distributing copyrighted movies, songs,

gs,
software or pictures without permission is against the faw. In the words of the Code of the Web, always honor

The brand.

As the Code of the Web recommends, abide by the principles of decency, fairness and respect for the rights
of others-e.g., the right to privacy and confidentiality. In short, be a good e-citizen.

Bottom line: If your PC violates any of these acceptable use guidelines, you may lose your privilege to use
the University network. Although this certainly will create inconvenience, the University has no choice
because of its obligations to the members of the University community who do use the network responsibly.

Respect the Laws of the Land
Copyright Law

You must not violate copyright law. Downloading and/or sharing copyrighted videos and songs is stealing. It
is no different from walking into a store and shoplifting a CD or a DVD. Downloading and/or sharing a song
or a movie that you haven't purchased is illegal. Some songs and movies can be legally obtained through

onling Subscri?tion services, but generally swapping MP3s and MPEGs with Gnutella, BitTorrent, Lime Wire or
other P2P applications is illegal.

Co?xright law protects a person's property-something original that someone wrote, performed or portrayed.
en you make a copy for yourself without the permission of the author or performer, you violate that
copyright and break the law.

Students who violate copyright law will - even if their P2P application is sharing without their knowledge -
face sanctions in the University student judicial system and may be sued by copyright holders. It is very
difficult, if not impossible in some instances to configure P2P applications to not share your legal music or
movie collection, or even the contents of your hard drive, including your personal banking and other files.
Be safe - the best advice is to delete P2P applications from your sy before ing to
Click here to read more about P2P applications that share too much.

Federal, State and Local Laws

You know that harassment, fraud and identity theft are criminal behavior. You should understand that
criminals who use computing and network facilities in committing these crimes are not, somehow, innocent
or different or "excused".

Managing Public Computing - 139




UNIVERSITY OF DELAWARE

http://www.udel.edu/ecce/student-toc.html

The State of Delaware and the federal government have laws that make computer crimes a serious offense.
You Must Secure Your PC
A National Priority

The National Strategy to Secure Cyberspace asks us "to secure the portions of cyberspace” that we own and
operate, For most of us, this means our own PCs.

You are responsible for securing your piece of cyberspace--your PC--from the threats of intruders who may
want to use your network identification and authorization to cause national harm. Be sure your PC operating
system is updated with the latest security patches; protect your PC with a password; install and update virus
protection software; and do not do anything that would cause your PC to be open to others on the network.
For more information on securing your PC, see the Security Tool Chest on the UD Computer Security web
page.

Secure your Wireless Access Point (WAP)

If you set up a wireless access point in your room, you are responsible for whatever goes over the port, If it
is not secured, any wireless-capable system within range is free to jump on - with all traffic being attributed
to you. It's like lending your car to bank robbers - the tag is registered to you and you will have an uphill

battle proving you weren't driving or didn't authorize its use. Click here to learn more about securing your
WAP,

Run Anti-Virus Software

Remember ail those shots you got before you started school? They protected you from germs and viruses.
You need to take the same good care of your PC, now that it is plugged into the campus network and
exposed to the world beyond. You are required to install anti-virus_software on your PC and keep it
updated. The University provides the software free of charge.

Be cautious of freeware and shareware. Be sure your anti-virus software is configured to scan all executable
files for viruses before running them. This will help protect your PC from viruses, worms and trojans that
corrupt files and system software, and it will help keep these foreign invaders from spreading to the PCs of
your fellow students and others, as well.

Keep Operating System Up-To-Date

Unfortunately, PC operating systems have holes in them that often expose them to being hacked and used by
others for their purposes without the PC owner's knowledge. You must do this-routinely update your PC
operating system as holes are discovered and patches are issued so you can fulfill your responsibility to
help keep the campus network secure, Microsoft, Apple and others issue operating system patches and
updates from their web sites that close these holes. Microsoft NEVER sends patches by e-mail. Beware of
e-mail claiming to be from Microsoft with attached Windows patches (See How to Tell if a Microsoft
Security-Related Message is_Genuine). Microsoft does provide an e-mail alert Service informing subscribers
when security update announcements are released.

Password Protect Your System and Accounts

PCs are often compromised because they lack strong_passwords or any password protection against
unauthorized changes by others. Be sure to set a good password for your PC and all computer accounts.

Your UDelNet password is a valuable secret key. It protects your personal files, information-even your
money. And it makes certain that the privilege the University gives you to use its electronic campus is not
stolen or "orrowed" by someone else.

Don't let fellow students, relatives or any other person gain access to the campus network through the access
code given to you. This destroys accountability. You will be held responsible for any abuse of the network by
persons you allow to use your access code or password.

You are required to choose a password that is 5 to 8 characters long and combines letters, numbers and
special characters. Do not choose a password that is part of your birth date. The year of your birth is most
likely no secret to your classmates. Commit your secret password to memory. Don't write it down and don't
tell it to anyone-not even your best friend.

Stamp Out the Bandwidth Bandits

Should you ever find yourself in the infuriating situation of needing desperately to finish an on-line
homework assignment when the network slows down to the speed of a turtle, then you will know why we use
the term, bandwidth bandits.

When network users run peer-to-peer (P2P) file-sharing software-e.g., KaZAa-and download copyrighted
movies and music, they not only break the law and University policy, they usually use an excessive amount
of network bandwidth, without a care or thought about those who are trying to complete assignments. If your
P2P software is configured to share downloaded files, the strain on the network is multiplied because a
single downloaded file will be automatically offered, or shared-out, to the world through your peer-to-peer
software. When others make copies of the file, more and more bandwidth is used, slowing things down for
everybody.

Download anything from a source you don't know or trust can cause many problems. If the downloaded file
contains a worm, virus or trojan and you have not been vigilant in securing your system, it can not only
affect your PC but others, as well. Your PC may be used remotely to spread the malicious code by network
scanning for vulnerable systems to infect. It may become a busy file-swapping server or spam relay,
sending out files you didn't know you had or spam you've never seen and consuming large amounts of
network bandwidth in the process. 'y you are for what you or your PC do on the
network, whether it is intentional or not.
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Most of what you need to do takes up very little of the high-speed network's capacity. When you are working
on the network, you generate quick, short bursts of activity, which leave the network open and ready for the
next person.

Bandwidth bandits and negligent users lose their privileges on the campus network. When their PCs hog
bandwidth, and worse, break laws, they will be subject to full disciplinary action within the Student Judicial
System and/or face legal liability. Most of what you need to do takes up very little of the high-speed
network's capacity. When you are working on the network, you generate quick, short bursts of activity,
which leave the network open and ready for the next person.

Don't ride with the outlaws! Don't be a bandwidth bandit! A good way to avoid this is to not run P2p
applications. If you are using a P2P application for legal purposes, be sure to turn off or responsiBIy manage
the haring feature. Likewise, limit shared directories on your PC so that they are not available to
anyone in the Internet, and only place non-copyrighted material in them, such as digital photos or videos
you or your friends have taken.

Be a Civilizing Influence on the Electronic Frontier

The vast and unexplored spaces and places on the Internet make us think of it as the "electronic frontier”,
The Internet is in many ways a frontier, a wilderness, a community-in-the-making. On the frontier, you
need to be an active participant in establishing a civilized settlement by following the code of behavior that
stakes a law-abiding and responsible claim into unsettled territory. At UD, that's the Code of the Web.
Responsible computing is one section of the Student Guide to University Policies. These rules for acceptable
behavior must guide you in your use of the campus network.

Questions / comments?
Last modified: 08/02/2007 16:18:39

Copyright 2004, University of Delaware.
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Duke Office of Information Technology

Please note that while the following are examples of acceplable and unacceptable behaviors on the network, this document is

nat the university's official Acceptable Use Policy (AUP). The university is currenily considering a more formal AUP, in the

meantime, users

ray be interested In the University's Policy on Computing and Electronic Communications: Security and

Privacy.

.

.

.

.

.

Use resources only for authorized purposes.

Protect your userid and system from unauthorized use. You are responsible for all activities on your userid or that
originate from your system. Your userid and password act together as your electronic signature.

Access only information that is your own, that is publicly available, or to which you have been given authorized
access.

Use only legal versions of copyrighted software in compliance with vendor license requirements.

Be considerate in your use of shared resources. Refrain from monopolizing systems, overloading networks with
excessive data, degrading services, or wasting computer time, connection time, disk space, printer paper, manuals,

or other resources.

Use another person's system, files, or data without permission (note that permission from an individual user may not
be sufficient ~ some systems may require additional authority).

Give your password to another person. Contact the OIT Help Desk if you need assistance with giving other people
authority to access your files or email.

Use computer programs to decode passwords or access-control information.

Attempt to circumvent or subvert system or network security measures.

Engage in any activity that might be purposefully harmful to systems or to any information stored thereon, such as
creating or propagating viruses, worms, or Trojan horse programs; disrupting services; damaging files; or making
unauthorized modifications to university data.

Make or use illegal copies of copyrighted software, store such copies on university systems, or transmit them over
university networks.

Use mail or messaging services to harass or intimidate another person, for example, by broadcasting unsolicited
messages, by repeatedly sending unwanted mail, or by using someone else's name or userid.

Waste shared computing or network resources, for example, by intentionally placing a program in an endless loop,
printing excessive amounts of paper, or by sending chain letters or unsolicited mass mailings.

Use the university's systems or networks for commercial purposes; for example, by selling access to your userid or

by performing work for profit with university resources in a manner not authorized by the university.

Duke Office of Information Technology - www.oit.duke edu - (919) 684-2200 - help@oit.duke.edu
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y Library 5 Library éomputer Use Policy

- Library Computer Use Policy

The Smathers Libraries provide public use computers to facilitate University community
access to locally held and remotely stored electronic data. Equipment and electronic
resources are accessible during all library service hours. Staff are available to assist
users in meeting their information needs with the computers.

In compliance with University Of Florida policy, the George A. Smathers Libraries require
individuals to use a 14-digit number in order to use library computers. This number
appears on Gator One, Special Borrower, and Library Computer Access cards and
identifies who is using a computer at a specific time.

Computers and networks are state assets. Use them in a responsible, ethical and tawful
manner. Comply with local, state, and federal laws (including copyright law), with
University rules and policies (see http://www.it.ufl.edu/policies/aupolicy.html), and with
applicable contracts including software licenses. Commercial activities not related to
meeting academic information needs of the University of Florida are prohibited.

Respect other users of Library computers and do not harass or interfere with them.
Observe posted time limits and regulations.

Respect the privacy and property of all files on the computer system. Do not alter or
erase a file without explicit permission to do so. The ability to alter a file does not imply
permission to do so.

Observe copyright notices and warning screens and comply with copyright law. Digital
content and materials on the Internet are protected under copyright law. Unauthorized
distribution, reproduction, or transmission is iilegal, and offenders are subject to
prosecution.

Deliberately crashing, vandalizing, or otherwise compromising a computer or network,
degrading performance, or consuming large amounts of system resources are serious
offenses and may result in loss of library privileges and disciplinary action.

Absolutely no food or drink is permitted on or near the computers.

Use your correct name and identification number whenever prompted. Do not attempt to
bypass computer security facilities, discover passwords, make unauthorized connections
or break into or affect the performance of any other computer system on local or
world-wide networks.

The Library has the right to examine any file, backup archive, electronic mail, or printer
listing as part of normal system administration.

Recreational use of computers is permitted, contingent on the availability of computers.
Academic information needs have priority.

Display of pornographic materials in any form is strictly prohibited.

The Libraries monitor all computer activity and may terminate any computer session that
is consuming excessive resources or refuse access to any person who has violated
Library or University policy. The Libraries will report infractions of these policies to the
Office of Student Affairs or the appropriate law-enforcement agency. Any infraction could
result in the loss of library privileges and disciplinary action

Report improper incidents or other apparent violations of University policies to a library
staff member immediately.

Library Computer Access Card Policy
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The Library Computer Access card allows campus visitors to register for access to library
computers. It does not allow the borrowing of library materials or remote access to
databases.

Campus visitors and the general public may register for a Library Computer Access card
at any Smathers Libraries circulation desk during all hours the library is open.

A picture ID and proof of current address must be presented to obtain a Library Computer
Access card. Registration requires that the Libraries record your name, address, phone
number, and email address (if available).

Use the 14-digit number on the card to access the library computers. You must bring this
card with you each time you use library computers.

The card issued to you will be valid for six months from the date of issue and may be
renewed at any Smathers Libraries circulation desk.

Computers must be used in accordance with library and university policy and procedures
listed above. Any violation may lead to loss of these privileges. For your protection, report
any lost or stolen card immediately and ensure you log-off your account at the end of use
to protect your privacy.

George A. Smathers Libraries, University of Florida. Adopted 03/31/99. Revised 04/03/06

UF %‘ik’}”ﬁ'is’i;x
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b MNews Library Catalog Find artieles  Uibrary bformation  How do 1.7 Ask a Librarian

%Classic Coliections SR ; Arls
J Library Catalog | Indexes & Abstracts | e-Journals & e-Books i e-Reference Sources |
e-Newspapers & e-Proceedings | e-Resources | Catalogs of Other Libraries | Multi-search !
. Faculty liaisons & subject librarians
Library Computer use
information
¥ policies Library workstations are intended for library research purposes. Use of other than the

preloaded software constitutes a violation of the University's Code of Computer Ethics and
Acceptable Use policy. Violators are subject to removal from the Library and appropriate
University sanctions.

Borrowing / Returning
Access privileges
Recalling / Search

Fines (overdue, lost
iterns) Please refrain from playing games on Library workstations.

Library cards

Please refrain from handling e-mail on all public PCs, except for those in designated areas
(i-e., corridors connecting the old and new parts of the building, on Floors 1 and 2).

. . ) Note that material of a sexually explicit or suggestive nature can be considered intimidating,
Caring for the Library's - demeaning, hostile, or offensive to others. Therefore, displaying such material in public is in

collection violation of ISU's Discrimination and Harassment policy. Violators may be subject to
Emergencies / disciplinary action as described in the Student Handbook and applicable faculty and staff
handbooks.

Disturbances

Food, beverage and Conduct disruptive to the concentration of others is not allowed. This includes the playing of
tobacco audio files, radios, and tape and CD players that can be heard by others. Anyone causing a
Noise in the Library disturbance will be asked to leave.

Lost and Found Food and drink are not allowed in areas housing public computers. These include the central
Public Address (PA) computer cluster in the Parks Library lobby, the User Education Lab (room 32), the Library 160
Lab (room 84), and Reserve & Media Services (room 2).

system

>Computer use If you experience problems with someone who is not following these guidelines, please contact
Filming & photos in the the Reference Desk or the Circulation Desk.

Library

User privacy

Search website:

Printer
version |

Send questions or comments about this page
Contents last modified: 18-JUN-04; Last updated: 17-AUG-06

Copyright © 2000-2006, lowa State University. All rights reserved.

lowa State University Library Voice: (515) 294-3642
Comer of Osbomn Dr. & Morrill Rd.  Fax: (515) 294-5525
Ames, lowa 50011-2140
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5 Ouick jump to.

Acceptable Use Policy for LMS Workstations
Introduction

Libraries and Media Services (LMS)
provides access to World Wide Web
resources as a service to its users: the
faculty, staff, and students of Kent State
University and members of the ocal

f community.

LMS Policies

All users of workstations located within
LMS have a responsibility to use these
resources in an ethical and legal manner. The guidelines that govcrn the use o
these workstations are derived from University policies, from other legal
considerations, from standards of common sense and decency that apply to t:
use of any shared resource, and from concerns to maintain these workstation:
as effective, available resources.

Guidelines for Appropriate Use:

1. Use of LMS workstations is limited to educational purposes. These inclt
resource discovery that fulfills class assignments, enhances career
development, and promotes general knowledge gathering.

2. The use of these workstations to play computer games or to participate ir
chat rooms is prohibited. Users may not load their own software on thes
workstations nor in any way modify their system hardware configuratior

3. LMS endorses the Library Bill of Rights and the Freedom to Read
statement of the American Library Association. It does not censor access
material or protect users from offensive and/or inaccurate or incorrect
information. However, it fully supports the University's commitment to
civility as key to the meaningful exchange of ideas. Therefore, the public
LMS Web workstations are not to be used with the intent to intimidate,
harass, or display hostility toward others (e.g., hate literature,
pornography). Users are also asked to be sensitive to material that others
a public place might find offensive.
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4. Users must abide by current copyright law.

5. LMS provides laser printing at a central print station. A user’s Flashcard
debited for each page printed. Users are encouraged to exercise caution
when printing, as many Web pages require multiple printed pages to obte
a complete hard copy. LMS will not provide refunds for unwanted print
jobs.

Approved by Libraries & Media Services Council
September 3, 2003
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iversity of Kentucky Libraries

Lisrary PusLic CompuTter Use GUIDELINES

Software on University Libraries' public computers is licensed for educational use only. lllegal use of computer hardware and
software is prohibited under Kentucky Criminal Law (KRS 434.850 - 434.860).
Only software installed by the University Libraries is allowed. Please do not download or install software on this workstation,

. Attempting to bypass system restrictions, tampering with system files or applications, or otherwise misusing computer or network

resources is not alflowed.

The primary purpose for library public computers is to allow patrons to gather and view educational and research information:
therefore, patrons who are writing papers or using email, chat, or games may be asked to relinquish machines during busy pericds.
Please limit your time to 30 minutes when others are waiting; there is a limit of one PC per person.

Printing costs 12 cents per page and requires a UK or BCTC student |.D. card or DART card

Personal files left on this computer will be deleted.

Food and beverages are not allowed near computer workstations.

. The University of Kentucky is not responsible for a patron's lost files or data or for a patron's lost or damaged media or peripheral

equipment.

. Training rooms open to the public can be reserved by instructors for class use. Training rooms will be restricted to people

participating in reserved fraining sessions during designated time periods

Patrons should be aware that the Libraries do not restrict use of the Internet. The Library doss not moritor or controf internat content
and cannot be held accountable for information or images accessed through the Intemet. Patrons are responsible for choosing which
sites they access. Parents, legal guardians, or other adults chaperoning children are responsible for children's use of the Internet and
for intentional or inadvertent viewing or reading of other patron's screens.

Due to the public nature of the Libraries, individuals should demonstrate respect for others' right to privacy and freedom from
intimidation or harassment. Patrons are asked to be sensitive to the fact that some on-screen images, sounds, or messages might
create an atmosphere of intimidation or harassment for others. The Libraries may take steps to promote an environment conducive
to study and research. Library workstations may not be used for the purpose of any iflegal activity. Patrons should speak to a library
staff member if concerned about materials viewed on Library workstations.

Flagrant violation of computer use policies may result in the loss of library privileges.

Please also refer to the Policy Governing Access to and Use of University of Kentucky Computing Resources.

For suggestions and complaints, please speak to a library staff member or send an email to the Reference Desk.

Last update: 2007-10-03 16:34:01
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| UNIVERSITY OF OREGON

Hame Find Resources Research Assistance Library Services About the Libraries Aska Librarian My Account

Acceptable Use  Locations Printing Plugins Fonts

The primary function of the public workstations is te provide the widest possible access to bibliographic, full-text, and mulimedia
resources {online and offiing). In addition to Internet access, Academic Stations, fimited 10 UO students, faculty and staff, provide
software for the creation or production of information or communication (word processing, Web publishing, stc.). Headphones are
avallable at Library Reference desks for listening to audio on public workstations

Non-academic use of Internet Only workstations is limited fo 15 minutes, Non-UO public may be asked to give up a public
workstation for UO students and staff doing academic work. To insure equitable aceess to computers and to all of the Library's
@lectronic resources, library staff may discourage the use of activities such as email, games, chat rooms, etc

Aclivity at the UO Libraries's public workstations must also comply with the UQ Computing Center's "Acceptable Use of Computing
Resources” guidelines.

faintained by. SNB, snb@uoregon edu
972412007

University of O

. OR 974D3-1286 | T- {$41) 34

53| F (541) 346-3485 Contact Us | Make a Gift | Site index
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Acceptable Use Policy for Computing an

it is the policy of Rutgers University to maintain access for its community to local, national and international sources of information and to
provide an atmosphere that encourages the free exchange of ideas and sharing of information. Access to this environment and the University's
information technology resources is a privilege and must be treated with the highest standard of ethics.

The University expects all members of the community to use computing and information technology resources in a responsible manner;
respecting the ?ublic trust through which these resources have been provided, the rights and privacy of others, the integrity of facilities and
controls, and all pertinent laws and University policies and standards.

This policy outlines the standards for acceptable use of University computing and information technology resources which include, but are not
limited to, equipment, software, networks, data, and telephones whether owned, leased, or otherwise provided by Rutgers University.

This policy applies to all users of Rutgers computing and information technology resources including faculty, staff, students, guests, external
individuals or organizations and individuals accessing external network services, such as the Internet via University facilities.

Preserving the access to information resources is a community effort that requires each member to act responsibly and guard against abuses.
Therefore, both the community as a whole and each individual user have an obligation to abide by the following standards of acceptable and
ethical use:

Use only those computing and information technology resources for which you have authorization.

Use computing and information technology resources only for their intended purpose.

Protect the access and integrity of computing and information technology resources.

Abide by applicable laws and university policies and respect the copyrights and intellectual property rights of others, including the legal
use of copyrighted software.

Respect the privacy and personal rights of others.

Failure to comply with the appropriate use of these resources threatens the atmosphere for the sharing of information, the free exchange of ideas
and the secure environment for creating and maintaining information property and subjects one to discipline. Any member of our community
found using information resources for unethical and unacceptable practices has violated this policy and is subject to disciplinary proceedings
including suspension of system privileges, expulsion from school, termination of employment and/or legal action as may be appropriate.

Rutgers reserves the right to limit or restrict the use of its computing and information technology resources based on institutional priorities and
financial considerations, as well as when it is presented with evidence of a violation of University policies, contractual agreements, or state and
federal laws

Although all members of the community have an expectation of privacy, if a user is suspected of violating this policy, his or her right to privacy
may be superseded by the University's requirement to protect the integrity of information technology resources, the rights of all users and the
property of the University. The University, thus, reserves the right to examine material stored on or transmitted through its facilities if there is
cause to believe that the standards for acceptable and ethical use are being violated by a member of the University community.

Specific guidelines for interpretation and administration of this policy are given in the Guidelines for Interpretation and Administration of the
Acceptable Use Policy These guidelines contain more specific examples of offenses, and procedures for dealing with incidents.

For OIT systems, you should also see the OIT Acceptable Use Supplement, as well as any specific rules that may be posted in labs or pointed to
in the login message on systems that you use.

BACK TO TOP

For questions or comments about this site, contact webmaster@nbcs.rutgers.edu.
© 2007 Rutgers, The State University of New Jersey. All rights reserved. Last Updated: 5/10/2007
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UNIVERSITY OF VIRGINIA

http://www.lib.virginia.edu/policies/use.html

Use of the Libraries

The University of Virginia Library system seeks to provide all patrons with a
welcoming, comfortable, and safe environment that promotes free intellectual
exploration, research, and learning. The UVA libraries offer well-managed,
diverse collections of library resources, with a knowledgeable and helpful staff.

The UVA libraries’ primary mission is to serve University of Virginia students,
faculty, and staff, as well as researchers and alumni. Members of the general
public, our “community patrons,” are also welcome to use the library facilities,
consistent with our circulation and usage policies. These can be found online at:

http://www.lib. virginia.edu/policies/

The UVA libraries prioritize certain services, resources and space to the
University community and affiliated researchers. In particular, library computers
are limited in number, and often in high demand. Therefore, priority use of library
computers is reserved for students, faculty and staff engaged in
education-related activities.

All library patrons are expected to comply with these library use policies. Failure
to comply with these policies may be grounds for removal from the UVA library
system on a temporary or permanent basis. Use of the UVA libraries is a
privilege, not a right.

In addition to generally applicable University of Virginia policies and regulations
regarding the use of University facilities and property, the following specific
library use and conduct policies apply:

1. Library patrons are expected to respect the rights of other patrons to use library
resources and facilities in a quiet, clean, and peaceful atmosphere.

2. Library patrons are expected to respect and care for all library materials,
equipment and property and may not remove such items from the Library without
proper checkout or authorization.

3. Library patrons must not engage in disruptive activity or other behavior that
interferes with the normal use and operation of the libraries. Such behavior
includes but is not limited to verbal abuse, intimidation or harassment.

4. Library patrons must not maliciously access, alter, damage or destroy any library
computer or database.

5. Library patrons must respect a staff member's request to relinquish a computer or
other equipment for use by another patron.

6. Children under the age of sixteen must be supervised by a parent, tutor, youth
program coordinator or other responsible adult while in the Library. Exceptions will
be made on an individual basis for children under the age of sixteen who are
directly engaged in research or educational activities and need to use Library
resources. Children should be prepared to show proof of age upon request.
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7. Library patrons are responsible for their personal property at all times, and should
never leave personal property unattended. UVA libraries are not responsible for
any loss or damage to personal property.

8. In order to provide an optimum environment for using the library, users should
conduct cell phone conversations away from study and research areas and turn
off ringers while in the library.

9. Food and drinks, within reason, are permitted in many library locations. However,
library patrons are expected to be considerate of others and to avoid messy,
smelly, or noisy food items. Aluminum cans and waste paper should be recycled in
the proper receptacles. All other trash is to be disposed of properly.

10. Food and drinks are prohibited in Special Collections areas and restricted at
computer workstations and microform or other equipment susceptible to damage.

11. Library restrooms are not to be used for bathing or other similar purposes.

12. Library patrons are expected to comply with the Library’s policies (found at
Circulation Desks) regarding online viewing of sexually explicit materials.

13. Library facilities are open only to UVA students, faculty, and staff from midnight to
7:30 AM.

November, 2004;
revised January 2006

UVa Library Home » Search the Site + UVa Home
PO Box 400113 Maintained by: lib-web@uvirginia.edu
Charlottesville VA 22904-4113 Last Modified: Monday, February 06, 2006
434.924.3021 « fax: 434.924.1431 © The Rector and Visitors of the University of Virginia
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VIRGINIA TECH

http://www.vt.edu/acceptable_use.php

VT News

Campaign for Virginia Tech

Acceptable Use Guidelines

Access to computer systems and networks owned or operated by Virginia Tech imposes certain responsibilities and obligations and is granted
subject to university policies, and local, state, and federal laws. Acceptable use always is ethical, reflects academic honesty, and shows restraint
in the consumption of shared resources. It demonstrates respect for intellectual property, ownership of data, system security mechanisms, and
individuals' rights to privacy and to freedom from intimidation and harassment.

The official policy is Policy 7000: Acceptable Use and Administration of Computer and Communication Systems.

Guidelines

In making acceptable use of resources you must:

B use resources only for authorized purposes.

b’ protect your userid and system from unauthorized use. You are responsible for all activities on your userid or that originate from your system.

b access only information that is your own, that is publicly available, or to which you have been given authorized access.

b use only legal versions of copyrighted software in compliance with vendor license requirements.

P be considerate in your use of shared resources. Refrain from monopolizing systems, overloading networks with excessive data, degrading
services, or wasting computer time, connect time, disk space, printer paper, manuals, or other resources.

In making acceptable use of resources you must NOT:

B use another person's system, userid, password, files, or data without permission.

b ouse computer programs to decode passwords or access control information.

14 attempt to circumvent or subvert system or network security measures.

4 engage in any activity that might be purposefully harmful to systems or to any information stored thereon, such as creating or propagating
viruses, disrupting services, or damaging files or making unauthorized modifications to university data.

i‘ use university systems for commercial or partisan political purposes, such as using electronic mail to circulate advertising for products or for
political candidates.

B make or use illegal copies of copyrighted materials or software, store such copies on university systems, or transmit them over university
networks.

b use mail or messaging services to harass or intimidate another person, for example, by broadcasting unsolicited messages, by repeatedly
sending unwanted mail, or by using someone else's name or userid.

A 4

waste computing resources or network resources, for example, by intentionally placing a program in an endless loop, printing excessive
amounts of paper, or by sending chain letters or unsolicited mass mailings.

P use the university's systems or networks for personal gain; for example, by selling access to your userid or to university systems or networks, or
by performing work for profit with university resources in a manner not authorized by the university.

13 engage in any other activity that does not comply with the General Principles presented above.

Enforcement

The university considers any violation of acceptable use principles or guidelines to be a serious offense and reserves the right to copy and
examine any files or information resident on university systems allegedly related to unacceptable use, and to protect its network from systems and
events that threaten or degrade operations. Violators are subject to disciplinary action as prescribed in the Honor Codes, the University Policies for
Student Life, and employee handbooks. Offenders also may be prosecuted under laws including (but not limited to) the Communications Act of 1934
(amended), the Family Educational Rights and Privacy Act of 1974, the Computer Fraud and Abuse Act of 1986, The Computer Virus Eradication Act
of 1989, Interstate Transportation of Stolen Property, The Virginia Computer Crimes Act, and the Electronic Communications Privacy Act. Access to
the text of these laws is available through the Newman Library Reference Department.

Information Disclaimer

Individuals using computer systems owned by Virginia Tech do so subject to applicable laws and University policies. Virginia Tech disclaims any
responsibility and/or warranties for information and materials residing on non-university systems or available over publicly accessible networks.
Such materials do not necessarily reflect the attitudes, opinions, or values of the Commonwealth of Virginia, Virginia Tech, its faculty, staff, or
students.
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http://www.lib.washington.edu/about/computerusepolicy.html

INIYERSUTY OF . ask us

M WASHINGTON cmail

Policy on the Use of Computers in University Libraries

The University Libraries supports the University's teaching, research, and clinical functions. The Libraries' public computer
equipment is provided to enable library users to access the collections and other information resources and services in support of
curriculum and research needs. The following rules apply to use of computers within the Libraries and supplement and interpret
University-wide policies on use of computing resources http://www.washington.edu/computing/rules.html

1. First priority for use of computers is accorded to University of Washington students, faculty, and staff.

2. Use of computing resources is a privilege that depends on individuals using the resources appropriately and in accordance
with University policies and local, state, and federal laws. These laws and policies cover such areas as illegal access to
computer systems, networks, and files, copyright, and harassment issues.
htip://www. washington edu/computing/rules.html

3. At times, the demand for library computer equipment exceeds availability. You are asked to be sensitive to the needs of
others and limit equipment use during times of heavy demand. The Libraries may take additional steps to regulate computer
use, such as restricting email access or setting time limits.

4. Due to the public nature of the Libraries, individuals should demonstrate respect for individuals® rights to privacy and
freedom from intimidation or harassment. You are asked to be sensitive to the fact that some on-screen images, sounds, or
messages create an atmosphere of intimidation or harassment for others. The Libraries may take steps to maintain an
environment conducive to study and research.

5. Use of computer equipment for recreational purposes such as game playing deters others from using workstations for
educational or research purposes, and otherwise makes the Libraries less conducive to study. Libraries may intervene to
ensure optimal access to computers for educational and research purposes.

6. We welcome the use of laptops and other personal computing devices in the Libraries. Users may connect personal
equipment only to the wireless network, or to ports designated for such use. Users may not unplug any Libraries’ equipment
or cables for any reason. Use of personal equipment, such as extension, adaptor, or power cords must not pose a safety
hazard for others.

If you fail to comply with the conditions of this policy, you may be subject to actions outlined in the Libraries Code of
Conduct, University Libraries Operations Manual,
Policy on Library Disruptions, Vol. 1, Section B, No. 4, Appendix A. (Lib. 76),

http:/Awww.1ib. washington.edu/about/codeofconduct.him]
September, 2005

Contact Us
Last modified: Tuesday September 27, 2005 (jillmck)
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UNIVERSITY OF WATERLOO

http://www.adm.uwaterloo.ca/infocist/use2006.htm

«

i

4 s
uwaterloo.ca i it Search{

Tibversin

Waterloo

Search

University of Waterloo

Uﬂi\;ersity Committee on Information Systems & Technology (UCIST)

Preamble

Computing and network resources are important components of the University infrastructure.
These Guidelines govern the appropriate and ethical use of these resources, inform users of
expectations and responsibilities assumed in the use of UW computing and network resources, and
clarify the context.

Guiding Principles

¢ UW encourages the use of computing and network resources to enhance the working and
learning environment of its members.

s These resources are provided primarily to support and further the mission of UW.

e UW values and strives to provide its members with an environment of free inquiry and
expression. Freedom of expression and academic freedom in electronic format have the
same latitude as in printed or oral communication.

e Members of the UW community are responsible and accountable for their actions and

statements, which includes exercising reasonable restraint in the consumption of shared

resources. Users of computing and network resources are expected to be aware of and
comply with applicable provincial and federal laws and pertinent UW policies [e.g., Ethical

Behaviour #33; Extra-University Activity (Faculty Members) #49; Use of Proprietary

Software #64; Conflict of Interest #69; Student Academic Discipline #71; Intellectual

Property Rights #73].

UW strives to protect the privacy of system users and to provide reasonable security for UW

computing and network resources. A system user's account is normally accessed only with

the user's informed consent.t However, circumstances may arise that justify access absent
the user’s consent; examples include where security is at issue, or apparent breach of
applicable laws or UW policies and procedures.

Rights/Responsibilities

Contained within and following from the Guiding Principles are rights and responsibilities of both
the user and the University. Some of these are presented below.

e To allocate the use of and access to UW computing and network resources.

e To define access privileges of UW users and, for just cause, to revoke such privileges.

e To inform UW users of their rights and responsibilities in the use of UW computing and
network resources, and to communicate clearly the terms and conditions under which access
to and use of such resources are provided.

e To ensure reasonable safeguards to protect the privacy of UW users.

e To ensure reasonable security for UW computing and network resources and to act upon
complaints.
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e To a presumption of reasonable privacy in the use of the computing resources assigned to
them.2

e To use University computing and network resources in a manner which does not unduly
interfere with the study, work or working environment of other users.

e To be accountable for the use of computing and network resources assigned to the user.

e To seek permission from the appropriate University authority to use UW computing or
network resources for purposes different from those for which they were allocated or
acquired.

Privacy/Adjudication/Disciplinary Action

When circumstances arise that would appear to justify accessing a user’s account absent consent,
the appropriate course of action will be determined by the supervisor(s) of the user in question, in

consultation with the appropriate member(s) of UCIST 3. When criminal behaviour is suspected,
UW Police will provide advice on how to proceed. If the person requesting access is the user’s
supervisor (directly or indirectly), then his/her supervisor will make the determination. When
agreement on a course of action cannot be reached, the issue will be escalated to the next
supervisory level, with the final link in the escalation path being the Provost or his/her delegate.
The Provost’s decision is final. When there is doubt as to what action is appropriate, advice should
be obtained from the Associate Provost, Information Systems & Technology and/or the Secretary
of the University, who may in turn seek legal advice.

Misuse of the University's computing and network resources may result in disciplinary action within
the University. Any such action undertaken will be governed by relevant UW policies [e.g., Staff
Employment #18; Ethical Behaviour #33; Student Academic Discipline #7171 and the Memorandum
of Agreement. Disciplinary measures resulting from alleged infringements of UW policies may be
appealed under the grievance processes for gtaff (Policy 36), students (Policy 70), and faculty
(Article 9 of the Memorandum of Agreement).

Approved by UCIST, February 3/06
Endorsed by Executive Council, February 15/06

The set of examples that illustrate the application of this document can be found at:
http://www.adm.uwaterloo.ca/infocist/use2006examples.htm

1 Users should be aware that normal system maintenance procedures, such as regular backups or
routine troubleshooting, may involve access without users’ consent. In such cases, files are not
viewed and personal data are not collected.

2 Users should be aware that certain information (login records, network traffic, services used and
by whom, etc.) is gathered routinely, and may be used during investigations of possible
inappropriate computer or network use.

3 University Committee on Information Systems & Technology

Maintained by Melissa Conrad
Last Updated: 2006-07-25
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