SURVEY RESULTS







EXECUTIVE SUMMARY

Introduction

The 2010 OCLC Research report, Taking Our Pulse, list-
ed management of born-digital materials as the third
biggest challenge facing libraries, special collections,
and archives, after space and facilities. It has become
a truism that the trickle of born-digital materials into
special collections has become a flood. Increasingly,
these materials do not have analog counterparts.
Libraries and archives can no longer defer decisions
about digital content to a later date. We must develop
policies and procedures to operationalize the manage-
ment of born-digital materials, or we risk losing the
record of the recent past.

This survey sought to gather and promote emerg-
ing good practices for managing born-digital content
and to highlight common challenges. The survey in-
strument focused in particular on staffing, ingest and
processing workflows, storage procedures, and access
and discovery methods. Sixty-four of the 126 ARL
member libraries responded to the survey between
February 22 and March 23 for a response rate of 51%.
Fifty-nine of the respondents (92%) already collect
born-digital content. The remaining five libraries are
in the planning stages. The level of engagement with
born-digital content was higher than anticipated by
the survey team. An analysis of the responding librar-
ies engaged with born-digital materials revealed they
are larger institutions and therefore more likely to be
pioneers in working with this content.

The management of born-digital materials is still
relatively new for ARL libraries, and the survey re-
sults show that good practices and workflows are
still evolving. New tools are emerging rapidly, and
the once-solid line between digitized content and

born-digital content is beginning to blur. Survey re-
sponses indicated that the library and archives pro-
fession lacks a common definition of what born-dig-
ital content is and a common understanding of who
within the organization should manage this content.

Staffing and Organization

The survey asked how many library staff collect and
manage born-digital materials, who has responsibility
for storage-related activities, how staffing needs are
addressed, and how staff gain the expertise required
to manage these materials. No one staffing or organi-
zational structure emerged from the survey responses,
which again reflects the evolutionary status of born-
digital management programs.

The number of staff working with born-digital
archival content in the responding libraries ranges
from less than one to 60 FTE. While archivists and
librarians in institutional and government archives
were the trailblazers in collecting this content, man-
aging these materials now requires staff from digi-
tization, digital curation, information technology,
and institutional repository units. Respondents most
frequently mentioned special collections/archives
staff and library IT staff as having decision-making
responsibility for selecting storage solutions, imple-
menting and maintaining infrastructure, managing
user authentication, estimating storage needs and
monitoring usage, and budgeting. Many other units
are also involved, including institutional IT, preserva-
tion, collections, administration, and consortia in a
wide variety of combinations.

This organizational distribution may factor into
how respondents have addressed staffing needs for
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managing born-digital content. Almost all have used
a combination of strategies, either adding that respon-
sibility to existing positions (94%) or recasting an ex-
isting position (37%), and creating new positions (46%).
Training strategies reflect the emphasis on retooling
the skill sets of existing positions. Conferences, on-
the-job training, workshops, and independent study
are the primary methods staff use to develop their
expertise with born-digital content.

Born-Digital Materials Collected

Almost all of the responding libraries (54 or 84%) are
currently collecting electronic theses and disserta-
tions. The majority also collect personal archives and
institutional records and archives. Most of the others
report they plan to collect these categories of materi-
als. Twenty-one libraries collect research data and 28
others plan to collect it. Photographs, audio and video
recordings, texts, and moving images are the most
frequently collected media formats. About a third of
the respondents collect websites, email, and databases;
almost an equal number plan to collect these formats.
While only six currently collect social media, 23 others
plan to do so in the future.

Ingest Policies and Procedures

The majority of respondents (45 or 71%) have not de-
veloped gift/purchase agreement language that is
specific to born-digital materials, but many are re-
viewing those agreements. Thirty-six respondents
(56%) reported that they have developed ingest and
processing workflows. An analysis of the comments
indicates that a number of libraries are in the devel-
opment phase. The comments also revealed a variety
of models and/or examples the libraries have used in
the development of workflows. These influences can
be grouped into nine general categories as seen in the
chart below.

Projects that influenced workflow development
include the Personal Archives Accessible in Digital
Media (PARADIGM) and futureArch projects at
the University of Oxford’s Bodleian Library, the
AIMS project (Born Digital Collections: An Inter-
Institutional Model for Stewardship) conducted by
Stanford University, Yale University, University of
Virginia, and University of Hull (UK), InterPARES,
the British Library’s Digital Lives project, the Tufts
Accessioning Program for Electronic Records
(TAPER) project, the European Union’s Preservation

Influences on the Development of Ingest and Processing Workflows

Policy Mandates 5%

Repository Software 6%

Information from
Professional Organizations 7%

Local Needs 10%

Emerging Digital
Preservation Standards 11%

Conferences 1%

Research Projects & Groups 23%

Tools & Software Resources 19%

Peer Institutions 18%
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and Long-term Access through Networked Services
(PLANETS) project, and the Sustainable Archives &
Leveraging Technologies (SALT) research group at the
University of North Carolina.

Influential tools and software resources include
Archivematica, the Duke Data Accessioner, digital
forensics tools (including AccessData FTK Imager),
file identification and validation tools (such as DROID
and JHOVE), and the University of North Carolina’s
Curator’s Workbench.

Respondents highlighted documentation made
available by the Interuniversity Consortium for
Political and Social Research (ICPSR) at the University
of Michigan, the Digital Preservation Management
workshop developed at Cornell University, the
University of Illinois’s IDEALS (Illinois Digital
Environment for Access to Learning and Scholarship)
repository, the California Digital Library’s Merritt
repository, Stanford’s digital forensics lab, Emory
University’s Salman Rushdie collection, and Chris
Prom’s Practical E-Records blog.

Standards that influenced workflow devel-
opment include the Open Archival Information
System (OAIS) Reference Model, the PREMIS
(PREservation Metadata: Implementation Strategies)
metadata schema, the SWORD (Simple Web-service
Offering Repository Deposit) protocol, and the Baglt
specification.

Information provided by the MetaArchive, the
National Digital Information Infrastructure and
Preservation Program (NDIIPP), and professional
journals, as well as the Digital Curation Centre’s life-
cycle model, influenced several respondents.

Perhaps as a sign of how workflows are tailored
to fit local resources, some respondents cited DSpace
repository software and CONTENTdm as influenc-
es on workflows. A few cited policy guidelines and
mandates from parent organizations. Others men-
tioned Society of American Archivists and Midwest
Archives Conference panel presentations on practical
approaches to born-digital records, although no one
mentioned conferences such as iPRES or the Personal
Digital Archiving conference for which born-digital
content is the specific focus.

While it appears that many respondents do not yet
have well-established workflows for the ingest and

processing of digital content, the majority are actively
addressing the challenges of preparing born-digital
content for long-term preservation and access.

Ingest Strategies

Seventy-seven percent of the responding libraries are
ingesting born-digital records that are stored on legacy
media. Almost all of them are storing the media “as
is,” and about half are collecting hardware that can
retrieve data from those media. Fifteen libraries (25%)
are outsourcing data retrieval and another 20 (33%)
are planning to use that strategy. Only eight libraries
are building new systems that replicate the function
of the legacy systems. Other strategies include mi-
grating content from legacy media to a storage loca-
tion (described variously as “server storage” or “dark
archives” space) and converting legacy born-digital
content to “modern,” “less proprietary,” or “the latest
usable” formats that include CSV files and PDF/A files.

Storage Solutions

The survey asked which kinds of storage media are
used for ingest, processing, access, back up, and long-
term dark storage functions. Most respondents use a
combination of external media, network file systems,
and local storage for all functions. Only 12 respon-
dents (19%) report using cloud storage.

Local/attached storage (46 responses or 75%) and
external media library (41 or 67%) were the most prev-
alent ingest solutions, followed closely by a network
file system (35 or 57%). Other solutions include the
DSpace-based commercial hosted Open Repository,
the OnBase commercial enterprise content manage-
ment system, and an institution’s collection develop-
ment instance of DSpace. One respondent stated that
they are currently using cloud storage on a limited
basis for ingest, and “plan to investigate its use for the
other categories.” Another belongs to a consortium
that provides web-based ingest, processing, and ac-
cess for ETDs, presumably including storage.

The most prevalent processing storage solutions
are a network file system and local/attached storage,
both at 43 responses (75%). External media library was
a distant third. Other solutions were the same as for
ingest: the consortium, the collection development
instance of DSpace, and OnBase.

SPEC Kit 329: Managing Born-Digital Special Collections and Archival Materials - 13



The most used access storage solution is a network
file system (43 responses or 72%). External media li-
brary and local/attached storage each received 27
responses (45%). One respondent noted that they use
Amazon Cloud and hosted Open Repository. Another
uses a local DSpace instance, the California Digital
Library’s web archiving service, and a university
system-wide open access repository. Other solutions
include the use of a local implementation of a Fedora
repository, YouSendIt online file sharing software in
combination with e-mail, and shared IT servers.

The most common back up storage solution is a
network file system (44 responses or 76%), followed by
external media library (31 or 53%), local /attached stor-
age (23 or 40%), and distributed systems (16 or 28%).
Other solutions include a combination of Amazon
Cloud and hosted Open Repository, the California
Digital Library’s Merritt Repository, redundant stor-
age managed by campus and library IT, and physical
tape storage.

Network file systems are used most for dark stor-
age (26 responses or 52%), with distributed comput-
ing/storage systems second (19 or 38%). External me-
dia library and local/attached storage were not far
behind at 16 and 14 responses, respectively. Other
dark storage solutions include the California Digital
Library’s Merritt Repository, the Chronopolis digital
preservation network, the Isilon commercial storage
platform, redundant storage managed by campus
and library IT, and virtual and physical tape storage.
One respondent stated that rather than dark storage,
their institution uses Fedora as an asset management
system and copies files to “replicated storage for long-
term preservation, with appropriate preservation
metadata and restricted access.”

Estimating Storage Needs and Costs
Twenty-six of the responding libraries (59%) estimate
future digital storage needs and costs based on past
and current usage and/or planned growth. Three
noted that storage is allocated on a case-by-case basis.
Some respondents have yet to implement methods of
estimating storage needs and costs. Others are in the
process of developing such methods.

Respondents described a variety of approaches to
estimating storage needs and costs. One is conducting

a longitudinal analysis of trends in digital storage
growth. Another will scale future digital storage
needs to the “development of campus department
operations.” Another currently uses costs of disks,
storage devices, and backups as the basis for total
cost estimates and is looking at moving to endow-
ment-based storage cost models in the future. One
respondent anticipates using the L.LEE. (Life Cycle
Information for E-Literature) model developed by
University College London (UCL) and the British
Library for estimating curation costs, including the
cost of storage.

One institution estimates space needs based on
“past collecting volume + a 20% inflator + any known
collections we anticipate receiving.” Another esti-
mates required storage needs based on average file
size for a particular type of record and then estimates
costs based on the current market value of storage,
“usually at the TB level.”

The most detailed response described the institu-
tion’s attempt to estimate storage needs by tracking
historical usage and growth, contrasting those with
earlier projections, and categorizing data by type to
identify growth areas. Thus far, the respondent ob-
serves that “consumption generally increases by a
factor of 2 to 4 within a 12-18 month period,” but any
projection can change when unexpected projects or
changes in the organization occur.

Access and Discovery
The survey asked which delivery methods the li-
brary uses to provide access to born-digital materials.
Two-thirds of respondents provide online access to
a digital repository system. Just under half provide
in-library access on a dedicated workstation. Users
who bring their PCs to 22 of the responding libraries
can access born-digital materials stored on portable
media. Eighteen respondents (28%) use third-party
systems such as CONTENTdm, Archive-It, Dropbox,
and YouTube to share materials with researchers.
There is not one, single repository system being
used either to manage or provide access to born-
digital materials. Most respondents use open source
repository software for both management and access
functions. Twenty-eight institutions report using se-
cure file system storage to manage collections but only
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ten use it to provide access. The results seem to sug-
gest that access to collections is not as fully developed
as the management of born-digital content.

The survey asked whether the institution is using
different types of repositories for different types of
born-digital materials. While 63% reported that they
are, their comments indicate that they use different
repositories for a variety of reasons, including media
type (e.g., images, audio/visual materials, websites),
record type (e.g., thesis and dissertations, faculty pre-
prints), access and preservation requirements, and
whether the material is digitized or born digital.

Ingest Challenges

The challenges related to the ingest of born-digital
materials can be grouped into three broad categories:
the difficulties associated with accessing information
stored on legacy media and/or in obsolete file formats;
the lack of policies, end-to-end workflows, and ro-
bust, integrated systems for digital object ingest; and
the need to scale up to meet the increasing volume of
born-digital objects needing preservation.

The challenges related to working with legacy for-
mats and hardware were the most frequently cited
ingest issues (43% of respondents listed file format or
software obsolescence; 38% included legacy media or
hardware). Donors, campus offices, and other records
creators place their materials in a library or archives
when they are no longer actively using them. As a
result, libraries often receive storage media (punch
cards, floppy disks, hard drives, CDs, zip disks,
etc.) that are no longer accessible through current
technologies.

Being able to transfer the files to appropriate stor-
age is only the first step. The archivist then needs to
be able to open them to assess their content. Obsolete
file formats sometimes cannot be opened or execut-
ed using current software. Older versions capable of
opening the files might require specific environments
(operating systems and hardware) to run. Copyright
restrictions and the terms of software licenses may
make it difficult or impossible for staff to locate ver-
sions they can legally use. In addition, digital objects
accessed through more modern systems often render
differently than they did in their original environ-
ment. The formatting or appearance may be altered,

and sometimes the behavior or even the actual con-
tent will change. Without the ability to access the con-
tent of older digital objects, it is difficult to determine
which digital materials are most important and how
best to allocate resources among collections. Given
these challenges, nearly three quarters of respondents
reported that their institutions store at least some of
their legacy media as is, without transferring to new
media or to server storage.

Collection donors have used a very wide variety
of hardware and software configurations over time.
As one respondent noted, “Each new collection seems
to bring new technical issues that must be dealt with.”
In most libraries, it is unclear who should be respon-
sible for developing technical solutions for accessing
legacy media and obsolete file formats. This work is
often outside the mandate of the information technol-
ogy division and usually beyond the expertise of spe-
cial collections staff. Some libraries and archives are
creating “ingest labs” in house (the Bodleian Library,
the British Library, Stanford, and the University of
Virginia have working labs that serve as potential
models). Others are outsourcing file recovery. An al-
ternative file management strategy is to use a tool
such as the Catweasel universal floppy disk control-
ler, which is designed to connect legacy floppy disk
drives to modern computer systems so that data can
be read and written to floppy disks.

Interestingly, few respondents discussed chal-
lenges associated with complex digital objects (com-
prising more than one file and/or more than one file
type), social media, digital objects stored in the cloud,
websites, and networks of information, presumably,
because most special collections and archives are just
beginning to work with these types of digital objects.

The second category of ingest challenges relates
to the workflows and systems needed to manage the
digital objects once they are transferred off of their
original carrier media. Maintaining privacy and pro-
viding adequate security topped the list of concerns.
Respondents called for privacy and security policies
specific to digital objects that address donor concerns
and that insure compliance with university policies
and federal and state laws. They noted the need for se-
cure storage and networking and for tightly controlled
access to files that contain personally identifiable
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information. (See Kirschenbaum, Digital Forensics,
pages 49-58 for additional discussion of privacy and
security issues related to born-digital objects.)

Several respondents noted that archivists need
to be able to dedicate more time to developing poli-
cies and conducting test pilots. The lack of clear poli-
cies and workflows can lead to inconsistent practices
across collections and across the institution, and to
inefficient resource allocation. Without consistent
policies and procedures libraries cannot insure
continued access to the born-digital objects. The
PARADIGM project (Bodleian Library) and AIMS
project both provide guidance in establishing poli-
cies and workflows. The BitCurator Project, led by
the School of Information Science at the University of
North Carolina at Chapel Hill and by the Maryland
Institute for Technology in the Humanities at the
University of Maryland, is building on these efforts.
It will define and test a digital curation workflow,
beginning at the point of encountering holdings that
reside on removable media and ending with interac-
tion with an end user.

The tools and systems used in the ingest process
tend to be modular, and many were originally de-
veloped for use by other communities. For example,
commercial forensics packages (which are very use-
ful for browsing content and identifying personally
identifiable information) were developed specifically
for law enforcement. While the functionalities of these
products have guided institutions in the development
of workflows, they cannot be easily combined to meet
the needs of the library and archives community.
As one respondent noted, “There are several open-
source and commercial products that can do pieces
of the workflow, but as they are not designed to work
together there are inefficiencies in stringing these
workflows together.” Another respondent added that
“most ingest software is in alpha or beta release, with
long-term roadmaps for future development.” Early
adopters and those libraries able to develop their own
systems need to be comfortable with uncertainty and
a certain amount of churn. Other archives are wait-
ing for system development to catch up with their
needs. Systems currently used include Archivematica,
Rosetta, and the Curator’s Workbench; others like
Hypatia and BitCurator show potential for the future.

The final category of challenges related to ingest
relates to the capacity needed to scale up workflows
and systems to manage the flood of born-digital ob-
jects needing preservation. Respondents highlighted
the need for sufficient storage space, adequate net-
work capacity, increased staffing, staff training, au-
tomation of standard tasks, and enterprise-level sys-
tems. One respondent noted, “Our current archival
storage was scaled to accommodate our analog to
digital digitization program.” It is more challenging to
estimate the needs for born-digital special collections
and archival materials: the timing for acquisitions can
be hard to predict; the volume is not always known at
the time of receipt (often because the digital objects
are on legacy media); the formats often vary widely;
and it is often unclear which materials will need to be
restricted (because the files cannot be accessed before
receipt due to media or format).

Storage Challenges

The challenges related to storage systems can be sepa-
rated into three major areas: systems limitations, orga-
nizational challenges, and insufficient resources (i.e.,
not enough available space and high storage costs).
The challenges surrounding systems limitations were
divided between the need for preservation-quality
infrastructure and the need for security for and access
to the materials themselves. Organizational challenges
fell into three categories: policy and planning, gaining
and retaining sufficient staff and skills, and managing
the organizational structure (from the department up
to the entire organization) while maintaining effective
coordination between all the stakeholders. One set of
concerns about sufficient resources represents two
sides of the same coin: insuring adequate file storage
space and its cost. Other challenges related to storage
space include the difficulty in estimating and predict-
ing capacity needs. One comment that summarizes
the issues well indicates that storage needs for born-
digital records should not be only the responsibility
of the library and archives: “Future storage needs for
large-scale ingest of born-digital special collections
materials will probably be integrated into university-
wide planning for digital repositories, a digital asset
management system, and networked storage and con-
tinuity planning.”
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Access Challenges
The biggest access and discovery challenge, described
by 32 respondents, is the sensitivity of materials—
concerns about copyright, confidentiality, privacy,
intellectual property, and personally identifiable in-
formation. The second biggest challenge is IT infra-
structure, or rather, the lack of it (28 respondents).
Particular concerns in this area include user interface,
the need to integrate multiple systems, and the ability
to handle very large files. Other significant challenges
are the need to develop policies, processes, and tools
for arranging and describing born-digital materials in
ways that make them most accessible, including the
integration of description for digital and non-digital
materials; rights management (restrictions specific to
users rather than materials); and staff time and skills.
Interestingly, time was twice as much of a concern for
respondents as staff skills. This makes sense as more
professionals are assigned responsibility for these
materials and go on to develop the necessary skills,
but staff may still mean the only person, or one of a
very few, responsible for managing these types of
materials at their institutions. The remaining concerns
included metadata standardization, differing levels of
donor restrictions and how to apply them in an online
environment, format standardization and migration,
and institutional support (including funding).
Respondents’ concerns grow even more complex
when restrictions on sensitive materials (those subject
to copyright, confidentiality, privacy, and intellectual
property concerns) are combined with rights manage-
ment by user group and donor-imposed limitations
on access, because each of these types of restrictions
can vary from case to case. Reference desk staff have
dealt with the complexity of access restrictions in face-
to-face transactions for decades, but libraries lack au-
tomated systems that can do the same during online
transactions where staff are not there to intervene.
Respondents’ comments on registration proce-
dures highlight the nature of this challenge. Most in-
stitutions that provide access to born-digital materials
are either doing so in their reading rooms and follow-
ing standard reading room registration procedures or
are providing access to the materials online with no
registration procedure. These limited approaches are
directly linked to the second biggest access challenge

for respondents, the lack of a fully developed IT in-
frastructure for delivering born-digital materials to
researchers. Other technology concerns include user
interface design, the need to navigate multiple dis-
connected systems, and problems supporting large
file sizes.

Providing access to archival materials is, of course,
dependent on appropriate arrangement and descrip-
tion, and so it should be no surprise that many re-
spondents stated a need to further develop policies,
processes, and tools for arranging and describing
born-digital materials in ways that make them most
accessible, including the integration of description
for born-digital, digitized, and non-digital materials.

The survey results indicate that our profession
is moving towards a higher comfort level with the
standardization of both metadata and file formats.
Furthermore, institutional support is a challenge at
only three institutions, which would seem to illustrate
administrators’ growing understanding of the need
to support access to born-digital materials. Possible
areas for future research include the use of analytics
and user studies to track the quantitative and quali-
tative aspects of access to these materials by off-site
researchers and the challenges of providing not just
basic access but value-added reference services to
those users.

Privacy Concerns

The survey team was surprised that most respondents
did not address the potential institutional liability
posed by personally identifiable information (PII)
within born-digital materials, beyond the imposition
of access restrictions. (PII includes information such as
social security numbers, credit card numbers, logins,
passwords, PINs, and medical and financial records.)
Seventy-one percent of respondents indicated that
their gift agreements did not include language that ac-
knowledged born-digital materials. While ownership
transfer, copyright, and some standard restrictions can
be handled through the traditional deed of gift, gain-
ing permission from the donor to use forensic tools
that allow recovery and review of deleted files while
searching for PII is not a standard option. Since such
actions might alter donated files or uncover files not
intended for transfer, requesting permission through
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the gift agreement or some other policy document is
highly recommended.

While 71% of respondents have policies regarding
whether files with PII should be retained with restric-
tions or destroyed, only 43% have policies indicating
whether born-digital materials can be made available
for research use before they are screened for PII. One
respondent’s comment that “all special collections ma-
terials have personally identifiable information (PII)”
is quite true. However, paper-based collections have
always benefited from security through obscurity.
There is no fast or easy way to uncover social security
and credit card numbers in paper-based collections.
With born-digital records, on the other hand, there are
many tools available that can search and locate PII,
even in deleted or hidden files. Such content, improp-
erly managed, not only puts the file creator at risk, but
also may be in violation of an institution’s security
and privacy policy for this type of information. Eighty
percent of respondents indicated that they do not
have a written PII policy. Greater security is needed
for unscreened born-digital records, especially if they
are stored on networked servers.

Conclusion
The responses to this survey indicate that many ARL
libraries and archives have begun working with born-
digital materials in their collections, despite the fact
that enterprise level systems and best practices for
managing these materials in an archival setting are
still in development, and despite concerns that they do
not have the resources to scale their work to meet cur-
rent and future demand. This willingness to experi-
ment, to learn new skills, and to seek to understand
the scope of the issues is building expertise within
the library and archives profession, and has insured
access to some born-digital holdings, at least in the
near term. It also signals a shift from a wait-and-see at-
titude to a more empowered something-is-better-than-
nothing approach to managing born-digital materials.
Respondents identified the following as critical for
transitioning their work with born-digital materials
from projects to programs:

e Collaborative solutions for dealing with
hardware and software obsolescence.

* More, and more appropriate, storage for
born-digital materials (long-term, authen-
ticated, secure, verified, backed-up, and
geographically distributed). As one re-
spondent noted, “Archives are guaranteed
preservation only if stored on enterprise
data storage.”

e Automation of as much of the workflow as
possible.

* Assetlevel access control to enable tiered
access to restricted records.

Many institutions are working with digitized
content or licensed digital content and are only now
beginning to explore the ways in which born-digi-
tal, primary-source materials may be different. For
example, it is difficult to estimate storage needs for
born-digital primary sources stored on legacy media
prior to accessioning and processing them. Privacy
concerns are magnified when large bodies of easily
searchable digital material may contain personally
identifiable information. The workflows and infra-
structure built for digitized content are often insuf-
ficient for born-digital primary sources.

While some special collections rely on a single
staff member to manage all aspects of preserving
and providing access to born-digital materials, more
frequently staff from special collections, library IT,
digital repositories, digital curation, and other areas
work together to ingest, appraise, describe, preserve,
and provide access to this content. The distributed
nature of this model allows the library to leverage
existing expertise, but it may also mean that no one
has the big picture. These situtions make it difficult
to track the resources needed to manage the materi-
als—which then makes it difficult to estimate current
and future costs. Distributed responsibility can also
threaten the long-term survival of the materials, either
when no one feels empowered to make decisions or
when someone makes decisions without having all of
the relevant information. Staff need models of existing
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teams that describe how responsibilities are assigned
and decisions are made collaboratively.

Survey responses indicate that best practices will
take some time to develop: infrastructure, systems,
and tools are in development; libraries continue to
experiment with organizational models to find those
that will be most effective to manage born-digital,
primary-source materials; and the variety of record
formats continues to grow. While several libraries

and archives have developed scalable solutions that
work within their own context, few of the solutions
developed to date have been transferable between
institutions. Waiting for time-tested systems and prac-
tices, however, is not an option. For now we need to
settle for “good enough” practice and continue to
invest time and resources in developing systems and
workflows that will prevent a “digital dark age” for
the first part of the 21st century.
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SURVEY QUESTIONS AND RESPONSES

The SPEC survey on Managing Born-digital Special Collections and Archival Materials was designed by
Naomi Nelson, Director of the David M. Rubenstein Rare Book & Manuscript Library, and Seth Shaw,
Electronic Records Archivist, at Duke University; Cynthia Ghering, director of the University Archives
and Historical Collections, and Lisa Schmidt, Electronic Records Archivist, at Michigan State University;
Michelle Belden, Access Archivist and IT Coordinator for the Special Collections Library, Jackie R.
Esposito, University Archivist and Head, Records Management Services, and Tim Pyatt, Dorothy Foehr
Huck Chair and Head of the Eberly Family Special Collections Library, at Pennsylvania State University;
and Nancy Deromedi, head of the Digital Curation division, and Michael Shallcross, Assistant Archivist,
in the Bentley Historical Library at the University of Michigan. These results are based on data submitted
by 64 of the 126 ARL member libraries (51%) by the deadline of March 26, 2012. The survey’s introductory
text and questions are reproduced below, followed by the response data and selected comments from the
respondents.

The 2010 OCLC Research report, Taking Our Pulse, listed management of born-digital materials as the biggest challenge facing
libraries, special collections, and archives, after space and facilities concerns. Qver the last decade the materials acquired for our
libraries, archives, and manuscript collections were very likely created as digital objects that may or may not have analog surrogates.
If modern special collections and archives are to stay relevant and continue to provide access to unique and authentic records, ARL
libraries need to manage and preserve born-digital materials, which for the purposes of this survey include institutional records,
author’s drafts on floppy discs, digital photographs and moving images, and electronic theses and dissertations, among others. It
excludes commercial products such as e-journals.

This survey explores the tools, workflow, and policies special collections and archives staff use to process, manage, and provide
access to born-digital materials they collect. It also looks at which staff process and manage born-digital materials and how they
acquire the skills they need for these activities, and how libraries have responded to the challenges that managing born-digital
materials present.
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BACKGROUND

1. Does your library currently collect and manage born-digital materials? N=64

Yes 59 92%

No, but we plan to 5 8%

No, and we have no plans to 0 —
STAFFING

If collecting born-digital materials is in the planning stages, please answer the following
questions to the best of your ability based on plans at this time.

2. Please indicate how many staff are (will be) charged with collecting and managing born-digital
materials at your library. Include both the number of FTEs and number of individuals. N=60

Minimum  Maximum Mean Median Std Dev
FTE 0.10 60 473 2.00 9.25
Individuals 1.00 48 6.64 5.50 7.75

Please enter any additional comments you have about the staff who collect and manage born-
digital materials. N=47

Special Collections/Archives
All curators and archivists could potentially collect born-digital materials, so I'm including all of them!
All staff who are currently responsible for paper records will/have responsibilities for managing born-digital materials.
Digital Records Archivist (full time), University Archivist, and two curators.

Four full-time professional curators collect born-digital materials along with analog materials and a wide variety of other
duties. We have no dedicated field collectors.

In addition, we have one student (.25 FTE) and another part-time intern.
Our University Archivist is our point person for born-digital material.

Right now we have a full time Digital Archivist in our Film and Media Archive, and a staff member in University Archives
who has 50% of her job designated for digital collections. | would anticipate needing to add more staff capacity for this
in other units of the department.

22 - Survey Results: Survey Questions and Responses



The breakdown of FTE hours to staff above reflects one person, the Digital Archivist, working solely on collecting and
managing born-digital materials as well as 5 other staff members spending part of their time to reach the equivalent of
2.0 FTE. These numbers do not include those outside of the special collections unit, such as in preservation, technical
services, and IT units, who help to develop systems like repositories and catalogs that help manage these materials.

There are currently two individuals in our Special Collections Department who play (and will continue to play) a key role
in collecting and managing born-digital materials, but given the primary responsibilities of these individuals, their time
(collectively) does not constitute even a single FTE.

Digital Curation/Repository Staff

Although we are collecting and managing born-digital materials, there are not specific job descriptions within the
archives that are related to such activities. Working with born-digital content is under the purview of archivists and
select staff. The library does have a digital preservation coordinator but that position addresses only select parts of
managing born-digital content.

Archives and Digital Collections both expect to have a role in managing these materials.
We have one professional managing our institutional repository.

We have three collection areas for our repository where we collect and manage born-digital materials. The core
collections manager works with scholarly resources (ETDs, faculty deposits, and general collections), as well as
providing oversight for all born-digital collections. The Digital Archivist oversees Special Collections/University Archives
collections. The research collection manager manages research data. The research associate (new position) assists him
with faculty outreach and collection building. Research data is a rapidly growing area for born-digital materials. The
Digital Data Curator sets digital preservation standards and manages the ingest, durability, and security of all digital
collections and the Digital Projects Coordinator oversees the workflow of all digital collection building. None of these
positions works exclusively with born-digital materials, but all work with some percentage of born-digital materials. We
estimate that born-digital resources represent approximately 20—25% of our current collection ingest. We have many
positions that create metadata and develop tools for the repository but they are not specifically tasked with collecting
and managing born-digital materials.

Various units/unit not specified

Arts Library has 2 FTE plus 2 students at 25%; Research Data Curation figures include both librarians who work on
collections and technology staff who build the storage and discovery applications.

Currently .5; plan to hire one FTE this year, and train an existing FTE the following year. So the above reflects this.
Includes Electronic Records Archivists, Digital Curation Librarian, IT Staff.

Institutional Repository (IR) Coordinator, Digital Humanities Librarian, staff in the Digital Development and Web Services
Unit, staff in the Digital Library Center within the Digital Services and Shared Collections Department, and faculty and
staff in the Special and Area Studies Collections Department.

It is difficult for us to break out FTEs for this work, as it is generally integrated with other work. For example, our
Records Manager is responsible for working with digital content from the university; our Digital Initiatives Librarian
works with born-digital as well as digitized content, etc. We also have three people outside special collections areas that
spend a portion of their time working with electronic theses and dissertations; they are not included in this figure.

Most of the staff involved with these projects participate less than full-time. Group includes librarians, technicians,
developers, and project managers.
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Nearly all staff members have some responsibility for digital materials, but only as part of their job. Estimate is therefore
very rough. One staff member is oriented predominantly toward digital.

No one staff member is charged solely with this responsibility. Rather, all professional staff who have a role in acquiring
new collections also have the responsibility to undertake these tasks.

One FTE is for the Director of Research Systems Development, who is not a Special Collections staff member but
manages the Institutional Repository where the dark archives are located. Another is for non-Special Collections staff
who manage the instance of CONTENTdm, which includes accessible born-digital materials.

One staff member is tasked with developing and maintaining the born-digital accession workflow process, all staff work
with born-digital content in some capacity in the arrangement and description process.

Only one of these positions is devoted full-time to managing/collecting digital special collections materials.
Over the next few years, we hope to increase to 3 FTE (2 FTE permanent staff and 1 FTE project staff or interns).

Responsibility for collecting and managing born-digital materials is currently shared by librarians and archivists with
responsibilities for special collections, university archives, geospatial data, ETDs, cataloguing & metadata. The library
will soon hire a Digital Special Collections Librarian who will take the lead on collecting and managing born-digital
special collections. This will lead to a higher FTE number than reported here.

Staff include University Archives personnel, the Faculty of Medicine Archivist, Libraries Collections Management
personnel, the University Records Manager, Libraries IT personnel, and contract metadata technicians.

The Libraries have recently reorganized, still in process of figuring this out.

The numbers above speak to departments with particular responsibility for the management and long-term support for
digital files, not for the collection development aspect. Collection development of born-digital materials will be carried
out by curatorial and archivist staff not reflected in these numbers.

The staff are not dedicated only to this activity but it falls under the scope of other archival work.

There is no one person who does this full time. Everyone involved is focused on this issue as part of all of their other
duties.

These individuals are not devoted exclusively to born-digital materials, but born-digital materials will invariably be

part of the collections these individuals acquire, organize, preserve, and describe. The Head of Special Collections and
Archives collects archival materials, which increasingly include born-digital materials. The Archivist is responsible for
arranging and describing archival materials, including born-digital materials. The Digital Project Specialist assists the
Head of SCA and the Archivist in acquiring, storing, preserving, describing, migrating, and providing access to these
files. The Digital Projects Specialist administers the various digital repositories that preserve and provide access to these
materials as well.

These numbers are very difficult to accurately compile. Most staff members do not have hard time allocations for born-
digital materials. Most staff members do not have explicit job descriptions regarding born-digital materials. Also, those
staff who do have allocations or explicit job descriptions may also be responsible for other tasks.

This includes metadata experts, digital curation staff, and repository services.

This question is difficult to answer with any accuracy. We currently collect very little born-digital materials and we have
no one individual that is dedicated to this task or will be dedicated to it within the foreseeable future. Almost all of

our special collections receive a small amount of born-digital materials and therefore the staff that is “charged” with
managing and collecting the materials are no different than those that collect our paper-based materials.
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This will be part of everyone’s responsibilities.

This will become a component of the work of each of our four archivists responsible for acquiring all archival materials,
regardless of format.

Two staff in Special Collections collect and manage born-digital content. In our Scholarly Publishing and Data
Management team we have five individuals who are managing digital content.

We are at the earliest stages of formulating a formal strategy for ingesting born-digital Special Collections content. The
figures provided above are a best guess as to how many people may be involved and makes the following assumption:
University Archives staff member (0.25 FTE), Manuscripts Division Staff member (0.25 FTE), Programmer/Analyst (0.25
FTE), Metadata Spedialist (0.75 FTE).

We do not have a full-time person, and since we are doing this on an ad-hoc basis now, the quarter FTE is really just a
guestimate. |, through my curatorial duties, and our digital services librarian handle it.

We have 60% time of two people (both professional staff), roughly half the time of one software engineer, and a small
amount of time from a core services/Mac specialist team member.

We have added these duties to the work of the Technical Services Archivist.

We have numerous staff who are involved with managing or collecting born-digital, but none of these positions are
dedicated full time to the activities.

We have three FTE staff who have some responsibility to manage born-digital content in some capacity in their job
descriptions: Archivist, Digital Projects and Outreach Digital Assets Librarian (currently conducting job search to fill this
role), Digital Initiatives Librarian.

Work falls into three general areas: web archiving, electronic archives, and audio and video oral history interviews.

3. Please indicate which strategy your library has used or plans to use to address staffing needs for
processing and/or managing born-digital materials. Check all that apply. N=63

Add responsibilities for born-digital materials to current positions 59 94%
Create new staff positions 29 46%
Recast an existing position dedicated to managing born-digital materials 23 37%
Hire interns for born-digital materials projects 15 24%
Hire consultants/contractors for born-digital materials projects 9 14%
Other staffing strategy 13 21%

Please describe the other staffing strategy. N=13
Also hoping to work with staff from larger library who are charged with managing born-digital NON special collections.

As the library makes strategic hires in other areas (e.g., Digital Repository Coordinator), we will attempt to include
electronic records expertise in the desired skill sets.

Budget for staff in grant-supported digital preservation projects.
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Capitalize on existing expertise to leverage capacity where it exists.

IT Specialists are being used. Currently Still Pictures just add responsibilities for born-digital materials to current
positions. Electronic records preservation staff directly contribute to the Electronic Records Archive activities.
Considerable workload has increased pertaining to system design, development, testing, and analysis.

May link up with other units in the Libraries or beyond.
One librarian has had his position expanded to include acquisition and management of gaming collections.
Recast an existing position to include managing born-digital materials.

The e-records/digital resources archivist position that is split with the office of the CIO does investigate tools and
provides advice to curators and curatorial staff in more effective ways of accessioning and managing born-digital
materials.

Trained high-level students dedicated to born-digital projects (4 students).

We expect there will be a need to create new positions and/or recast existing positions for managing born-digital
materials.

We have a newly created digital resources library unit that will work with born-digital.

We have created new staff positions. The Digital Archivist, a position in the Special Collections/University Archives

Unit, manages digital collection building for that unit. The Digital Project Coordinator position was created to add
oversight and accountability to the many digital collection-building projects underway. We repurposed a position to
become the Digital Data Curator, and another position to become the repository Digital Collections Manager. We added
responsibilities for digital collection management to an existing professional position, the Social Sciences Data Librarian.
We are actively working with other library liaisons to build digital collection building into their service repertoire. We
hope to add an electronic records management position in the next 1 to 2 years in Special Collections/University
Archives, to manage the official electronic records of the university. This position will work with an ER system, rather
than with the repository although we anticipate sharing born-digital materials from the ER system that have scholarly
value and are available for open access use across the two systems.

4. What opportunities does your library pursue (or plan to pursue) to increase staff expertise in
managing born-digital materials? Check all that apply. N=64

Conference attendance 58 91%
On-the-job training 58 91%
Training provided by professional organizations 57 89%
SAA workshop/Summer Camp attendance 41 64%
Independent study 39 61%
Local courses in computer or digital technology 21 33%
Training provided by vendors 15 23%
Rare Book School attendance 14 22%
ARMA workshop attendance 8 13%
Other opportunity 9 14%
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Please specify the other opportunity. N=9

Anything we can get!
CURATEcamp (curatecamp.org)
Mentoring

METRO, NYART; also engagement with groups such as PASIB, LibDevConX; webinars from DuraSpace and NISO;
discussions with colleagues from other institutions, especially Cornell.

Peer-to-peer on-the-job training

Regional meetings such as the Northwest Archivists, also the Northwest Digital Archives part of the Orbis Cascade
Alliance.

Vendors in this case refers to training conducted by our prime ERA contractor (Lockheed Martin, in 2009 and 2010). On
the job training: “We all help each other as we learn about the utility of new software tools, skills, and techniques in
processing digital images.” Several staff have participated in electronic records management courses conducted in field
locations.

We are currently teaching an in-house course on research data management for library faculty liaisons, metadata
librarians, and library technologists. The emphases are on understanding the nature of research data, metadata, rights
and privacy, and data curation, with a goal to building project teams to work effectively together on research data
management. This is not exclusive to born-digital content, but we are finding most of our research data is born digital.

Workshops/Institute such as DigCCurr; CurateCamp; Digital Preservation Management Workshop.

BORN-DIGITAL MATERIALS COLLECTED

5. Which of the following categories of born-digital materials does your library currently collect or

plan to collect? Check all that apply. N=64

Currently Collect Plan to Collect N

Personal archives such as email, photographs, documents,

calendars, etc. e 46 13 >
Organizational or institutional archives 41 18 59
University/institutional records 44 13 57
Electronic theses and dissertations 54 4 58
Research data 21 28 49
Non-commercial e-only publications 30 11 41
Learning content and course management systems 8 " 19
Other category 18 — 18
Number of Responses 64 41 64
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If you selected “Other category” above, please briefly describe the other category of born-digital
materials your library currently collects or plans to collect. N=17

Publications/related materials
Academic department newsletters, documentation from university research centers

Commercial e-only publications through copyright deposit and purchase/subscriptions. As part of our manuscript
collection efforts we do collect materials from individuals. Donations, gifts, and exchange items are another channel for
acquisition.

Currently collect commercial e-only publications.

Digitized books, campus websites, campus journals, etc.
AV/Research data

Faculty portfolios, campus video productions, oral histories

lincluded theses, research data, and content management systems even though they are the province of the larger
university library system, not special collections. Our collections in all areas are very small, perhaps just a few items as
test cases, and in some cases, simply being stored on drives counts as collection.

Oral histories
Oral history video/audio interviews

Research data is still an unclear area, in part simply defining “research data” is difficult. Re: course management
material, that area is also unclear.

Scholar curated archives and research materials in the humanities, often referred to as capta instead of data to recognize
that the data is not discrete/quantitative, but data as it is captured/presented; born-digital materials from other GLAM
(galleries, libraries, archives, and museums); oral histories; web archiving.

Born-digital audio and video oral histories created at the university. May collect social media from institutions/
individuals whose archives we hold.

ETDs/Student works
Other types of student works

Outside of ETDs what we collect born-digital is currently minimal—some university records, an e-pub, and
undergraduate honor theses. However, ETDs and honor theses do not come under the curatorial purview of Special
Collections and Archives.

Other
Maps, catalog indices

Thematically related websites, e.g., in the areas of human rights, historic preservation/urban planning, religion/theology,
and personal websites for individuals whose archives we hold.
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We are the custodians of the electronic Presidential records transferred to NARA at the end of each administration.
While Presidential records will remain the vast majority of our electronic holdings we also have small volumes of
personal electronic records that will need a more systematic management approach in the coming years.

We currently access records and fonds that include born-digital material, mostly on media such as hard drives, floppy
disks, and CDs.

Websites, blogs, etc.
Additional Comments
Content support born-digital publications and artworks.

Electronic theses and dissertations, research data, and non-commercial e-only publications are handled through the
Institutional Repository, which is not part of Special Collections.

Research data: initiatives in this area are currently managed by the Research Data Management Service Group within
the University Library, not within special collections units.

6. Which of the following types of born-digital materials does your library currently collect or plan to
collect? Check all that apply. N=64

Currently Collect Plan to Collect N

Audio recordings (including podcasts) 49 14 63
Photographs 53 9 62
Moving images 42 19 61
Video recordings 48 13 61
Texts (such as unstructured office documents) 43 12 55
Institutional websites 24 28 52
Email 23 23 46
Databases 21 20 41
Other types of websites 18 20 38
Geographical Information Systems (GIS) data 19 12 31
Social media (e.qg., institutional Facebook pages, Twitter

accounts) o " 6 23 29
Executable files 14 18
Enterprise systems data 2 13 15
Computer games 5 5 10
Other type 12
Number of Responses 62 49 64

If you selected “Other type” above, please briefly describe the other type(s) of born-digital
materials your library currently collects or plans to collect. N=12
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Currently Collect
Excel spreadsheets
lllustrator, InDesign files (design production files), iMovie project files

Music scores. Outside of Special Collections, the institutional repository collects born-digital moving images, video
recordings, databases, texts, executable files, and GIS.

Posters and other graphic materials in digital form
Serials and monographs
Plan to Collect
Any materials we've collected in the past that are now in an electronic format.
Architectural design files (e.g., CAD)

Because we collect archival material from a variety of external people and organizations, it is difficult to predict exactly
what formats of born-digital material we may acquire in the future.

Much of this territory is still in discussion.
Oral histories
Research datasets

Additional Comments

Research data in various formats (.csv, XML, tab delimited, etc.)

INGEST POLICIES AND PROCEDURES

7. Hasyour library developed language for your gift/purchase agreements that is specific to born-
digital content? N=63

Yes 18 29%
No 45 1%

Answered Yes

Archives does not distinguish between traditional and digital records in this document. Our copyright statement is
inclusive of born-digital and digitized material.

Gift agreement includes a note regarding electronic records and requires the donor to agree that there are no other
copies of the e-records available elsewhere.
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Gift agreements acknowledge the possibility despite the fact that it is not clear to me or our counsel why special
mention is necessary.

Language for gifts/purchases that include digital content is developed on a case-by-case basis.
Only for ETDs. Nothing yet for general donations of born-digital materials.

Only when applicable to the collection.

The language is an optional add-on to the existing donor agreements.

We have specific language in some of our agreements, but we have not yet standardized the language or created a set
of standard language that can be used for born-digital collections. We are working on standardizing our approach.

Answered No
But we are currently drafting such language.

In general, we feel that our regular agreements will cover most issues related to born-digital content. In the cases where
this is not the case we will customize these agreements to address specific issues.

In process of developing.
No, we are “media independent” in our deeds.
Our current licenses cover both digitally converted and born-digital content.

Our gift agreements already encompass most issues pertaining to the management of born-digital content, but not
language specific to born-digital content.

Our intake of born-digital materials is still small and is often linked with traditional analog collections.
Revision of gift/purchase agreements will be one focus area of the new Digital Special Collections Librarian.
So far, only ad hoc language for a single born-digital archival collection.

The agreement language has not yet been finalized, but it will be updated to reflect areas that were not as relevant to
paper materials.

This does need to be addressed for reasons of preservation/migration and also online access.

We did develop a special deed of gift for project involving solicitation of images and other born-digital content from the
community, because we were concerned that the casual way in which we were likely to receive content would reduce
our chances of getting donors to sign our standard form. Whether born-digital content is more likely to be donated
casually (i.e., the digital equivalent of being left on the doorstep) is hard to say at this point; if it is, then this was an
adaptation to that quality.

We have amended some specific deeds of gift to allow for electronic publication of born-digital content, but this is very
rare so far.

We have begun the discussions to consider how to include those revisions.
We will be addressing this in the near future.

Working on gift agreement to include all types of media, including born-digital content.
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8. Has your library developed workflows for the ingest and processing of born-digital materials?
N=64

Yes 36 56%
No 28 44%

If yes, please briefly describe any models or examples you found most helpful as you developed
your workflow.

Models/Examples
Currently using Google Spreadsheet APIs for ingestion, but interested in approaches such as SWORD and Bagt.
Digital Curation Centre lifecycle model
Examples provided by the Digital Preservation Management Workshop at Cornell.

Inspiration for this process came from UT Austin’s digital preservation work (https://pacer.ischool.utexas.edu/
handle/2081/21808) and Stanford’s digital forensics work (http://lib.stanford.edu/digital-forensics), as well as the steps
and validation processes in Archivematica and Duke Data Accessioner (though we are not currently using these tools).

Model(s) that were helpful to Preservation staff in developing workflows for ingest and processing born-digital records
was the Open Archival Information reference model and the Digital Curation Center model.

Models we have used include documentation from Stanford and the Bodleian, as well as microservices as described by
Archivematica

OAIS, IDEALS
PARADIGM; Existing accessions process for analog materials.
The AIMS project, specifically Stanford's work on digital forensics.

The most useful examples are real-world use cases for the full process of how to support the ingest, normalization,
preservation, and access of born-digital files within a full repository and digital library system.

We are in the process of creating our workflows for ingest and processing. We have some workflows now that will soon
change as our repository infrastructure evolves. Models we have used include documentation from Stanford and the
Bodleian, as well as microservices as described by Archivematica.

We have studied and learned from the Duke Data Accessioner, the PARADIGM project in the UK, the OAIS model, and
professional literature in developing our workflow.

We participated in the AIMS project and have developed a model for ingest from media following a forensics model. We
are also utilizing forensics tools to enable arrangement and description.

We referenced many models while developing our own. Primarily, our workflow is based on the work we undertook

as part of the Born-Digital Archives: An Inter-Institutional Model for Stewardship (AIMS) grant. That project in turn
synthesized many research projects and workflows, but was heavily influenced by the following projects and tools:
PARADIGM, OAIS, futureArch, Digital Lives, InterPARES, TAPER, SALT, the work of Chris Prom on his Practical E-Records
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blog and report to, Archivematica, Curator’s Workbench, work on the Salman Rushdie Papers at Emory University,
PLANETS.

Work by Seth Shaw and Ben Goldman in conference presentations on practical approaches to born-digital collections at
the Midwest Archives Conference and the Society of American Archivists. Duke Data Accessioner. Chris Prom’s blog. CIC
electronic records policy guidelines. MetaArchive and ICPSR's guidelines on development of digital preservation policies.
Specifications of processes/tools/procedures from Archivematica, California Digital Library's Merritt, MetaArchive, etc.
Publications from NDIIPP, ICPSR, InterPARES, PREMIS, etc.

Workflow Descriptions

A procedure to receive digital images and assign file names according to local directory needs is in place. Scripts for
ingesting ETDs from ProQuest. Ad hoc scripting to structure and ingest research data.

Currently the workflow is very straightforward and is intended to protect the records against loss due to failure of the
information carrier.

One principal driver for us was compliance with the requirements of the Presidential Records Act (PRA). The PRA
gives the Archivist legal custody of all Presidential records at the point of an administration transition. The PRA also
obligates NARA to respond to access requests to those records immediately after we receive custody (public access
requests begin five years after transition; in the first five years we respond to special access requests). To meet both
these circumstances our workflows have to account for the ingest of a large volume of holdings in as short a time frame
as possible while giving us search and access capabilities to support asset-level review and production of copies of the
electronic records for external requesters. Model(s) that were helpful to Preservation staff in developing workflows
for ingest and processing born-digital records was the Open Archival Information reference model and the Digital
Curation Center model. In Still Pictures, we have a multi-page set of basic instructions that cover what processing is,
but essentially we: 1) obtain the digital images from the agency usually by downloading onto media for transfer to
NARA. 2) Once here we make a copy for OPA processing. 3) Processing accession for ERA involves reviewing images
to delete those that are temporary; ensuring unique filenames for images; appending our RG and series designations
to each digital image; when images do not have captions, appending whatever information is available to each image
in a folder; reviewing the metadata to make sure there is a link to the individual images; if caption information is in
header, copying that out into a separate text file if needed. Depending on the condition of the accession, there may
be many other processing steps needed to make it ERA and OPA ready. 4) Go thru the laborious process of ingesting
the accession into ERA. 5) Complete processing for OPA and work with NPOL to get the images uploaded to OPA for
reference use.

Our process is still being developed and tested. Currently it includes the following elements: Capture, metadata/content
extraction. FTKImager to capture disk image, generate disk/file level metadata and checksums, and extract content
directory from disk. BASH shell script to combine and organize disk image and metadata files. File Characterization/
Normalization JHOVE and/or DROID for characterization/validation. FileMerlin to convert/normalize legacy text files.
Adobe Acrobat to migrate text files to PDF/A. Appraisal, organization, and description (akin to traditional archival
processing). Human uses Excel spreadsheet to record appraisal decisions, organize content, and enter descriptive
metadata. Ingest XSLT used on Excel spreadsheet to package the digital files and create Dublin Core .xml metadata files
for ingest into our DSpace repository. Command line batch ingest to DSpace.

Our workflows are not specific to born-digital materials. For electronic records management, we have record schedules
and retention policies that apply equally to analog, digitized, and born-digital records. For the digital repository, we
utilize a workflow management system that enables us to establish collections, develop and document master file
formats, validate and document technical characteristics of files, develop metadata, attach digital files to metadata, and
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create and ingest METS packages. None of this workflow is specific to born-digital content but works equally well with
digital and born-digital content.

We have different workflows for different content types. All workflows are preliminary and evolving.
We have implemented Archivematica as a key element in our accessions workflow.

We have localized workflows for some of our materials (e.g., EDTs), and are looking at methods for managing ingest in
a more distributed or decentralized manner.

Workflow for our theses & dissertations: students submit electronically through a web form in our DSpace repository
and there are two levels of validation by people afterwards within the repository before it is published. We used
workflow models from other universities when setting our own.

Workflows in Development
In process of developing.
In process of development as library; VRA workflow model used by art image library.
There are some workflows in place, however, they are in the process of being reviewed and modified/expanded.
This is a work in progress.

This is in the midst of change. Based on a preservation repository model. Current challenge is the model for collections
being processed and what to do until they are processed.

Training the campus photographers to add some of their images into a CONTENTdm system hosted by the library.

We are currently in the process of creating these workflows and hope to have them implemented by the end of the 2012
calendar year.

We are currently in the process of creating these workflows with a vendor.
We are experimenting with ingest into DSpace. Very early stages.
We are in the midst of developing proper ingest procedures: some parts worked out, some not so much.

We are in the midst of developing such workflows. However, we are building the infrastructure to support these
initiatives from the ground up and do not anticipate being able to ingest significant quantities of born-digital content for
at least a year.

We are in the process of developing workflows.
Workflows and policies still in development. Waiting for sufficient, *secure* storage infrastructure.

Workflows are in development.

9. Does your library currently ingest born-digital records stored on legacy media? N=64

Yes 49 77%
No, but we plan to 12 19%
No, and we have no plans to 3 5%
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10. Which of the following strategies does your library employ when ingesting born-digital records
stored on legacy media? Check all that apply. N=60

Current Strategy =~ Planned Strategy N
Storing legacy media as is (without transfer to new media or

server storage and/or keeping it with analog collection) 4 1 48
Developing a collection of legacy hardware that can be used to

retrieve data from legacy media (e.g., 5.25" floppy drives, zip 27 10 37
drives, etc.)

?ézsizurcmg the process of retrieving the data from legacy 5 20 35
Building new systems that replicate the function of the legacy 8 9 17
systems (e.g., emulation, virtual systems)

Participating in a collaborative that is developing a collection of 3 8 "
legacy hardware

Other strategy 13 9 22
Number of Responses 57 32 60

If you selected “Other strategy” above, please briefly describe the other strategy(ies) your library
employs or plans to employ when ingesting born-digital records stored on legacy media. N=19

Current Strategy

A documented risk in our holdings is the presence of legacy media scattered throughout the textual holdings. We need
a systematic means of accessing the data in these media to determine if the contents should be preserved as records in
our holdings.

As new collections come in with digital content, we copy them to a server. Have not systematically gone back to find
digital content in legacy collections, so those are being stored on legacy media.

Converting legacy files to modern file types.

For the most part, we are committed to access and will migrate files to the latest usable format to provide access to

the content. We realize that we sacrifice the original look and feel of the files, as well as their functionality, but it is an
acceptable loss given our main users for this content and the nature of our content so far (mostly word processing files).
For example, when we have encountered legacy files on floppy disks, we have converted the files to the PDF-A format
and made them accessible online. For materials with copyright or privacy concerns, these are available in a Virtual
Reading Room, so just like our physical reading room in Special Collections, researchers must fill out an application form
and agree to our terms before entering the Virtual Reading Room online to access the content.

One strategy: Using earlier (Mac) models to open older files, movies, etc. Holding some old software 059, earlier
versions of iMovie.

Remove data from media ourselves when we are able.

Storage on servers in a “Dark Archives.”
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Transferring content from legacy media to server storage.

We are selectively copying born-digital files (mostly photography) to our servers for backup. We hope these in turn will
be moved over to the digital repository for digital preservation actions.

We have a sophisticated digital video encoding platform that enables us to retrieve video and audio data from a range
of legacy formats (VHS, Digi Beta, etc.) For formats we cannot manage, such as reel-to-reel tapes, we occasionally
outsource to a commercial vendor. Whether or not we retain the legacy media depends on whether it is accepted as

a collection in our Special Collections/University Archives Department. If not, we return the legacy material to the
collection owner. We are increasingly receiving research data in commercial formats such as Excel. Our current strategy
is to document the version and test sample data with new software versions for backward compatibility and to store the
data whenever possible in an alternative, less proprietary format. Currently, Excel and other database formats are also
stored as CSV. We are looking at the DDI data format and other XML solutions as another non-proprietary standard.
We are more interested in finding non-proprietary standards that retain the information content than in emulation or
encapsulation of legacy data. Our biggest issues are research data formats proprietary to a specific data analysis tool,
such as the FASTA format for gene sequencing, since we do not currently have an acceptable non-proprietary format for
such data.

We have some legacy hardware but have no intention of building a true “collection.” We use it to retrieve and transfer
content from legacy media when possible. When we encounter a format we do not have hardware for, we turn to
neighbor institutions for assistance; when this fails, we consider the likely value of the content on the legacy media. If it
is not high, we will generally store the hardware as is. If it is high enough, we would consider outsourcing, dependent
on cost and availability of funds.

We migrate digital media into a “digital archives” sever area that replicated our intellectual department divisions.

With some legacy media we can have our IT staff transfer the data, but | would not consider this outsourcing.
Planned Strategy

Migrate materials to newer media.

Plan to transfer data when resources are available.

Transfer to server storage (or, for example., repository).

Unknown. The planning process is just beginning.

We also have a strategy to investigate 3rd party vendors and their abilities for normalizing content for ingest.

We feel that the legacy hardware/software requirements for the digital content in our current “hybrid” collections are
modest and can be addressed with local equipment. We have also purchased the “FRED" forensics system that will
boost our capacity. We anticipate there will be some types of legacy media where we will need to use external vendors
for content retrieval.

We plan to transfer records stored on legacy media to server storage and into the library’s digital preservation
repository. Two units are developing a collection of legacy hardware. One is outsourcing the process of retrieving the
data.

Other Comments

We are currently pursuing a mix of 1, 2, and 4 but are interested in the fifth option and keeping track of collaborative
efforts in the field.
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We do not currently outsource the retrieval of born-digital materials from legacy media nor do we actively plan to,
however, that doesn't rule out the possibility of doing so.

While we do not currently outsource the process of retrieving the data from legacy media, we have utilized this strategy
in the past.

ETHICAL/APPRAISAL ISSUES

11. Below are ethical/appraisal issues that may be encountered while managing born-digital materials.
Please indicate which of these issues are addressed by your library’s ingest policies or procedures.
Check all that apply. N=42

Whether to retain (under restriction) or destroy personally identifiable information (PII) 30 71%
Whether to preserve e-books, software, digital music, and other copyrighted content 20 48%
Whether to make files available for research use without having screened them for Pl on the file level 18 43%
Whether to retain or destroy file fragments and deleted content in the absence of explicit guidance in 15 36%
the donor agreement

Whether to preserve log files, preferences, browser caches and other types of ambient data in the 5 12%
absence of explicit guidance in the donor agreement

Other issue 16 38%

Please describe the other issue. N=16

PIl and Restricted Data

Al special collections materials have personally identifiable information (PIl). This may be different than sensitive
information, which may be protected when PIl cannot be.

Personal email, bills, contents of individual artists that we encountered.

Some records held by the Medical Center Archives contain Protected Health Information (PHI) and are covered under the
HIPAA Privacy Rule.

There is an institute Pll policy, but to my knowledge not a more formally written policy to specifically addresses
managing archival materials.

We have policies that deal with copyrighted material regardless of medium and we have institutional policies that deal
with Pll and restricted data, but nothing that specifically applies to the collection of digital materials within the libraries.

While we have policies on privacy, we will need to develop more granular procedures for dealing with born-digital
records that are in alignment with those policies.
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Other issues
A variety of procedures are in place. Some address some of these issues; some do not.

Al of these are covered by policies and procedures from across the Libraries, not just within the digital ingest group.
As complex issues and concerns, these are not within any single policy and are instead supported by many policies and
procedures.

Development of policy underway; donors have applied access restrictions.

Our holdings are unprocessed Presidential records that require access review and the completion of a notification
process defined by Executive Order 13489 prior to public access to any of the records.

Related to appraisal, we are also trying to address whether or not this material is or will be deposited with another
institution. Since the donor or depositor does not have to hand anything physically over to us, and even if they do, since
they may easily make and retain a copy, we are concerned that we may be spending time and resources on material that
is not unique and that the donor may wish to deposit in multiple institutions creating a redundant work to process the
material in multiple places.

We are currently developing policies and procedures in this area in conjunction with the acquisition of our first major
born-digital organizational archive.

We are in the process of creating policies for institutional records. These issues will primarily be addressed through file
plans and retention schedules. We have not addressed these issues for personal materials.

We are just beginning to discuss these issues.

We have the ability to capture and maintain rights metadata, the IRB policies for specific research data. We can also
control access to parts of a research data collection that need to be preserved but not made available for privacy or
copyright issues. We hope to implement a dark archive in the coming year, but currently we will preserve born-digital
resources that are in a fragile format (such as superseded video file formats).

We would follow existing guidelines from the print world, | expect. Hasn't come up yet.

12. Does your library have a written policy that addresses your Pl practice? N=59

Yes 12 20%
No 47 80%
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INGEST CHALLENGES

13. Please briefly describe up to three challenge(s) your library has faced in ingesting born-digital
materials (e.g., file format, hardware, software, privacy or security issues, etc.) and how the library
has addressed that challenge. N=60
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A significant challenge has to do with legacy media. The oldest format we have so far identified are 8" floppy disks in

a WANG format (i.e., not a modern PC format). We also have identified a number of 5.25" and 3.5" floppy disks, as
well as CD, DVD, and hard drive formats. We suspect that there also may be data tape formats in the stacks as well (an
inventory project is currently underway), and have been in talks with a donor with data on IOMEGA jaz and zip disks.
We have been able to acquire media to read the 5.25" and 3.5" floppy formats, but not the 8" formats. We have also
acquired a forensic imaging device that can handle a number of data connector types such as SCSI, SATA, and IDE.
When we are able to physically read a disk, some of these devices have controller cards or software that work only on
specific operating systems, making it difficult sometimes to physically read disks in an efficient workflow (because some
disks in a collection are read with one machine and one software, producing one kind of output file, while others need
to be read on another machine using a different software and output file). For those pieces of media that we currently
do not have hardware for, we have to evaluate the costs of acquiring the hardware against the value. For example,

we could possibly find drives to read the 8" disks, but we are not guaranteed to find a controller card to make that
drive compatible with a modern PC anyway. In this circumstance, we have therefore investigated the prices of having a
vendor image the disks for us, but this also requires a cost-benefit analysis. Each disk contains less than 80 KB of data
and the price just to image the disk is around $50 each. In addition, we need to ship the disks and we run the risk of
having them lost or damaged in transport. As well, we would need to have some sort of confidentiality agreement with
the vendor regarding the privacy of the data because we have no real idea of what is on the disk. After all of that, we
could then send these disks to the vendor and find that they are unreadable anyway — there is no way to tell if a disk

is readable until you attempt to read it. Finally, the issue of the scale of this legacy media is a challenge. We estimate
currently that we hold less than 3,000 disks, but the time necessary just to load and transfer data from those disks is
considerable. This is not even including the time it would take to process the materials as part of a collection, but simply
to transfer it from the media where it is at a higher risk of corruption, to network storage. A second challenge related to
the first, but separate, is the ability to actually read the data that is on the media. As described above, we have some
material that is so old that it is not even readable by a modern computing system. Other data is not as old, but still
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presents significant problems with readability because the data is stored in file formats that are no longer compatible
with modern operating systems or for which we simply don't have software to read. An example is architectural
drawings created by a CAD software in the early 1990s. In this case we are able to work with our School of Architecture
to locate some software to read these programs, but it does mean that we need to keep this software viable, which in
many cases means running older operating systems or alternative operating systems to what we currently use on the
forensic imaging hardware (which is primarily Windows). One of the pieces of software we have purchased is Forensic
Tool Kit, which can identify and “read” thousands of file formats. However, these formats are primarily those that would
be most commonly seen in criminal investigations, since that is what the software is designed for. So, things like CAD
software from the early 90s are not included in their list of recognized formats. We have not seriously discussed trying
to emulate any software or operating systems at this time, although we have watched with interest other projects that
have done so. We do not view emulation as a viable approach at this time since our collections are so diverse and we
do not have the type of technology staff in the library to really do this work efficiently. It would simply be impossible

to have the resources available to emulate each and every program we are likely to encounter and to keep those
emulations running in current environments. While there are some things we are likely to see a lot of (Microsoft Word
documents, for example) we also feel that it is not worth the effort at this time to create an emulated environment
when a migrated format (a PDF in this case) would be adequate. This is not to say that in the future emulation may not
be attempted in special circumstances. A third very significant challenge is related to the lack of available tools for doing
archival work with born-digital collections, as well as infrastructure in terms of repository and preservation networks
that can meets the needs of access, management and preservation. There are several open-source and commercial
products that can do pieces of the workflow, but as they are not designed to work together there are inefficiencies

in stringing these workflows together. As an example, we use the Forensic Tool Kit software to extract some basic
technical metadata, identify duplicate materials, and those that might contain predictable sensitive information such

as SSNs or credit card numbers. The output of FTK, however, is some proprietary XML and a PDF report. We then use
Archivematica to further extract technical details and establish a provenance through the creation of PREMIS metadata.
We would then record information about a duplicate removed from the accession in Archivematica, but ingesting the
duplicate file and then removing it manually per the FTK report. Finally, the PREMIS metadata record that Archivematica
creates in nested inside a METS record for the entire accession. Our current storage network however, wants only the
individual PREMIS records for each file, rather than the combined METS, so more work needs to be done to transfer

the file between these two tools. Once the material goes through this network of tools, we still need to work on our
repository and other digital asset management and discovery systems in order to suit the needs of this material which
differs in many ways from the needs of other digital materials we store and manage such as e-books and —journals and
digitized resources. This infrastructure needs to handle the preservation, management, access, and discovery of these
materials. We are watching with interest the developments of open-source tools created by the archival community such
as Archivematica, bitCurator, ArchivesSpace, and Curator’s Workbench as well as potentially doing some work on the
further development of Hypatia.

Adequate digital infrastructure to securely store and describe born-digital content. Adding these responsibilities onto
existing staff: training, workload. No formal records management policy at the university.

Appropriately secure storage. Staffing resources. Policies and workflow development.

Copying/reformatting from old redundant file formats. Network latency and storage; lack of server space. Lack of
software to support integrity of file reformatting.

Copyright: all our metadata contains a copyrigh